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CVE CVE-2020-36131

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-02 22:15:00 UTC

Updated 2024-01-31 15:15:00 UTC

Description AOM v2.0.1 was discovered to contain a stack buffer overflow via the component stats/rate_hist.c.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aomedia Aomedia 2.0.1 All All All

Reference Source Link

libaom: Multiple Vulnerabilities (GLSA 202401-32) — Gentoo security security.gentoo.or¢
2911 - aomedia - The open and royalty-free codec for next-generation ultra high definition media - Monorail MISC bugs.chromium.or¢
[SECURITY] [DLA 3556-1] aom security update MLIST lists.debian.org
Debian -- Security Information -- DSA-5490-1 aom DEBIAN www.debian.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

a ‘

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199852 Ubuntu Security Notification for AOM Vulnerabilities (USN-6447-1)

6000110 Debian Security Update for aom (DLA 3556-1)

6000224 Debian Security Update for aom (DSA 5490-1)


https://cve.report/
https://cve.report/CVE-2020-36131/mitre
https://cve.report/CVE-2020-36131/nist
https://cve.report/CVE-2020-36131/cve_org
https://cve.report/CVE-2020-36131.pdf
http://cve.report/vendor/aomedia
http://cve.report/software/aomedia/aomedia
https://security.gentoo.org/glsa/202401-32
https://bugs.chromium.org/p/aomedia/issues/detail?id=2911&q=&can=1
https://lists.debian.org/debian-lts-announce/2023/09/msg00003.html
https://www.debian.org/security/2023/dsa-5490
https://www.cve.org/CVERecord?id=CVE-2020-36131
https://nvd.nist.gov/vuln/detail/CVE-2020-36131
http://cve.report/qid/199852
http://cve.report/qid/6000110
http://cve.report/qid/6000224

710850 Gentoo Linux libaom Multiple Vulnerabilities (GLSA 202401-32)
751552 OpenSUSE Security Update for libaom (openSUSE-SU-2021:4170-1)

751560 OpenSUSE Security Update for libaom (openSUSE-SU-2021:1624-1)
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