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Summary

CVE CVE-2020-36161

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-06 01:15:00 UTC

Updated 2021-01-12 15:43:00 UTC

Description An issue was discovered in Veritas APTARE 10.4 before 10.4P9 and 10.5 before 10.5P3. By default, on Windows systems, users can create directories under C:\. A low privileged user can create a directory at the configuration file locations. When the Windows system restarts, a malicious OpenSSL engine could exploit arbitrary code execution as SYSTEM. This gives the attacker administrator access on the system, allowing the attacker (by default) to access all data, access all installed applications, etc.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Veritas Aptare It Analytics 10.4.00 - All All

Application Veritas Aptare It Analytics 10.4.00 patch1 All All

Application Veritas Aptare It Analytics 10.4.00 patch2 All All

Application Veritas Aptare It Analytics 10.4.00 patch3 All All

Application Veritas Aptare It Analytics 10.4.00 patch4 All All

Application Veritas Aptare It Analytics 10.4.00 patch5 All All

Application Veritas Aptare It Analytics 10.4.00 patch6 All All

Application Veritas Aptare It Analytics 10.4.00 patch7 All All

Application Veritas Aptare It Analytics 10.4.00 patch8 All All

Application Veritas Aptare It Analytics 10.5.00 - All All

Application Veritas Aptare It Analytics 10.5.00 patch1 All All

Application Veritas Aptare It Analytics 10.4.00 - All All

Application Veritas Aptare It Analytics 10.4.00 patch1 All All

Application Veritas Aptare It Analytics 10.4.00 patch2 All All

Application Veritas Aptare It Analytics 10.4.00 patch3 All All

https://cve.report/
https://cve.report/CVE-2020-36161/mitre
https://cve.report/CVE-2020-36161/nist
https://cve.report/CVE-2020-36161/cve_org
https://cve.report/CVE-2020-36161.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics
http://cve.report/vendor/veritas
http://cve.report/software/veritas/aptare_it_analytics


Application Veritas Aptare It Analytics 10.4.00 patch3 All All

Application Veritas Aptare It Analytics 10.4.00 patch4 All All

Application Veritas Aptare It Analytics 10.4.00 patch5 All All

Application Veritas Aptare It Analytics 10.4.00 patch6 All All

Application Veritas Aptare It Analytics 10.4.00 patch7 All All

Application Veritas Aptare It Analytics 10.4.00 patch8 All All

Application Veritas Aptare It Analytics 10.5.00 - All All

Application Veritas Aptare It Analytics 10.5.00 patch1 All All

References

Reference Source Link Tags

APTARE OpenSSL advisory | Veritas™ MISC www.veritas.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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