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FasterXML jackson-databind 2.x before 2.9.10.8 mishandles the interaction between serialization gadgets and typing, relate
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Problem Types: CWE-502
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Debian
Fasterxml
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Oracle
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Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
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Product

Debian Linux

Jackson-databind

Jackson-databind

Cloud Backup

Service Level Manager
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Application Testing Suite
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Banking Supply Chain Finance
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Application Oracle Goldengate Application Adapters 19.1.0.0.0 Al All All
Application Oracle Insurance Policy Administration 11.0.2 All All All
Application Oracle Insurance Policy Administration All All All All
Application Oracle Insurance Rules Palette 11.0.2 All All All
Application Oracle Insurance Rules Palette All All All All
Application Oracle Jd Edwards Enterpriseone Orchestrator All All All All
Application Oracle Jd Edwards Enterpriseone Tools All All All All
Application Oracle Primavera Gateway 20.12.0 All All All
Application Oracle Primavera Gateway All All All All
Application Oracle Primavera Gateway All All All All
Application Oracle Primavera Gateway All All All All
Application Oracle Primavera Unifier 17.2 All All All
Application Oracle Primavera Unifier 18.8 All All All
Application Oracle Primavera Unifier 19.12 All All All
Application Oracle Primavera Unifier 20.12 All All All
Application Oracle Primavera Unifier All All All All
Application Oracle Retail Customer Management And Segmentation Foundation  All All All All
Application Oracle Retail Merchandising System 15.0.3 All All All
Application Oracle Retail Service Backbone 14.1.3.2 All All All
Application Oracle Retail Service Backbone 15.0.3.1 All All All
Application Oracle Retail Service Backbone 16.0.3.0 All All All
Application Oracle Retail Xstore Point Of Service 16.0.6 All All All
Application Oracle Retail Xstore Point Of Service 17.0.4 All All All
Application Oracle Retail Xstore Point Of Service 18.0.3 All All All
Application Oracle Retail Xstore Point Of Service 19.0.2 All All All
Application Oracle Webcenter Portal 12.2.1.3.0 All All All
Application Oracle Webcenter Portal 12.2.1.4.0 Al All All
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On Jackson CVEs: Don’t Panic — Here is what you need to know | by @cowtowncoder | Medium

Oracle Critical Patch Update Advisory - April 2022

January 2021 FasterXML jackson-databind Vulnerabilities in NetApp Products | NetApp Product Security
Oracle Critical Patch Update Advisory - July 2021

Oracle Critical Patch Update Advisory - October 2021
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Oracle Critical Patch Update Advisory - January 2022

Block some more DBCP-related potential gadget classes (CVE-2020-36179 - CVE-2020-36182) - Issue #3004 - FasterXML/jackson-databind
[SECURITY] [DLA 2638-1] jackson-databind security update

Oracle Critical Patch Update Advisory - July 2022

Oracle Critical Patch Update Advisory - April 2021

CVE Program record

NVD vulnerability detail
4] H

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178642 Debian Security Update for jackson-databind (DLA 2638-1)
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