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Summary

CVE CVE-2020-36195

State PUBLIC

Assigner security@qnap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-17 04:15:00 UTC

Updated 2021-04-23 14:12:00 UTC

Description An SQL injection vulnerability has been reported to affect QNAP NAS running Multimedia Console or the Media Streaming add-on. If exploited, the vulnerability allows remote attackers to obtain application information. QNAP has already fixed this vulnerability in the following versions of Multimedia Console and the Media Streaming add-on. QTS 4.3.3: Media Streaming add-on 430.1.8.10 and later QTS 4.3.6: Media Streaming add-on 430.1.8.8 and later QTS 4.4.x and later: Multimedia Console 1.3.4 and later We have also fixed this vulnerability in the following versions of QTS 4.3.3 and QTS 4.3.6, respectively: QTS 4.3.3.1624 Build 20210416 or later QTS 4.3.6.1620 Build 20210322 or later

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qnap Media Streaming Add-on All All All All

Application Qnap Multimedia Console All All All All

Operating System Qnap Qts All All All All

Operating System Qnap Qts 4.3.3 All All All

Operating System Qnap Qts 4.3.6 All All All

Operating System Qnap Qts All All All All

Operating System Qnap Qts 4.3.3 All All All

Operating System Qnap Qts 4.3.3.0095 All All All

Operating System Qnap Qts 4.3.3.0096 All All All

Operating System Qnap Qts 4.3.3.0136 All All All

Operating System Qnap Qts 4.3.3.0154 All All All

Operating System Qnap Qts 4.3.3.0174 All All All

Operating System Qnap Qts 4.3.3.0188 All All All

Operating System Qnap Qts 4.3.3.0210 All All All

Operating System Qnap Qts 4.3.3.0229 All All All

Operating System Qnap Qts 4.3.3.0238 All All All

Operating System Qnap Qts 4.3.3.0262 All All All
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Operating System Qnap Qts 4.3.3.0262 All All All

Operating System Qnap Qts 4.3.3.0299 All All All

Operating System Qnap Qts 4.3.3.0351 All All All

Operating System Qnap Qts 4.3.3.0353 All All All

Operating System Qnap Qts 4.3.3.0361 All All All

Operating System Qnap Qts 4.3.3.0369 All All All

Operating System Qnap Qts 4.3.3.0378 All All All

Operating System Qnap Qts 4.3.3.0396 All All All

Operating System Qnap Qts 4.3.3.0404 All All All

Operating System Qnap Qts 4.3.3.0416 All All All

Operating System Qnap Qts 4.3.3.0418 All All All

Operating System Qnap Qts 4.3.3.0448 All All All

Operating System Qnap Qts 4.3.3.0514 All All All

Operating System Qnap Qts 4.3.3.0546 All All All

Operating System Qnap Qts 4.3.3.0570 All All All

Operating System Qnap Qts 4.3.3.0868 All All All

Operating System Qnap Qts 4.3.3.0998 All All All

Operating System Qnap Qts 4.3.3.1051 All All All

Operating System Qnap Qts 4.3.3.1098 All All All

Operating System Qnap Qts 4.3.3.1161 All All All

Operating System Qnap Qts 4.3.3.1252 All All All

Operating System Qnap Qts 4.3.3.1315 All All All

Operating System Qnap Qts 4.3.3.1386 All All All

Operating System Qnap Qts 4.3.3.1432 All All All

Operating System Qnap Qts 4.3.6 - All All

Operating System Qnap Qts 4.3.6.0895 All All All

Operating System Qnap Qts 4.3.6.0907 All All All

Operating System Qnap Qts 4.3.6.0923 All All All

Operating System Qnap Qts 4.3.6.0944 All All All

Operating System Qnap Qts 4.3.6.0959 All All All

Operating System Qnap Qts 4.3.6.0979 All All All

Operating System Qnap Qts 4.3.6.0993 All All All

Operating System Qnap Qts 4.3.6.1013 All All All

Operating System Qnap Qts 4.3.6.1033 All All All

Operating System Qnap Qts 4.3.6.1070 All All All

Operating System Qnap Qts 4.3.6.1154 All All All
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Operating System Qnap Qts 4.3.6.1218 All All All

Operating System Qnap Qts 4.3.6.1263 All All All

Operating System Qnap Qts 4.3.6.1286 All All All

Operating System Qnap Qts 4.3.6.1333 All All All

Operating System Qnap Qts 4.3.6.1411 All All All

Operating System Qnap Qts 4.3.6.1446 All All All

References

Reference Source Link

SQL Injection Vulnerability in Multimedia Console and the Media Streaming Add-On - Security Advisory | QNAP MISC www.qnap.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Yaniv Puyeski

There are currently no legacy QID mappings associated with this CVE.
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