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An improper access control vulnerability has been reported to affect earlier versions of Music Station. If exploited, this vulne
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Application

Operating System

Vendor Product Version Update Edition Language
Qnap Music Station All All All All
Qnap Qts 4.3.3 - All All
Qnap Qts 43.6 - All All
Qnap Qts 452 - All All
Qnap Qutscloud c4.5.4 All All All
Qnap Quts Hero h4.5.2 All All All
Qnap Quts Hero h4.5.2 All All All

References

Reference Source Link Tags
QNAP MusicStation / MalwareRemover File Upload / Command Injection ~ Packet Storm  MISC packetstormsecurity.com
ZDI-21-591 | Zero Day Initiative MISC www.zerodayinitiative.com

Improper Access Control Vulnerability in Music Station - Security Advisory | QNAP MISC www.gnap.com
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Vendor Comments And Credit


https://cve.report/
https://cve.report/CVE-2020-36197/mitre
https://cve.report/CVE-2020-36197/nist
https://cve.report/CVE-2020-36197/cve_org
https://cve.report/CVE-2020-36197.pdf
http://cve.report/vendor/qnap
http://cve.report/software/qnap/music_station
http://cve.report/vendor/qnap
http://cve.report/software/qnap/qts
http://cve.report/vendor/qnap
http://cve.report/software/qnap/qts
http://cve.report/vendor/qnap
http://cve.report/software/qnap/qts
http://cve.report/vendor/qnap
http://cve.report/software/qnap/qutscloud
http://cve.report/vendor/qnap
http://cve.report/software/qnap/quts_hero
http://cve.report/vendor/qnap
http://cve.report/software/qnap/quts_hero
http://packetstormsecurity.com/files/162849/QNAP-MusicStation-MalwareRemover-File-Upload-Command-Injection.html
https://www.zerodayinitiative.com/advisories/ZDI-21-591/
https://www.qnap.com/zh-tw/security-advisory/qsa-21-08
https://www.cve.org/CVERecord?id=CVE-2020-36197
https://nvd.nist.gov/vuln/detail/CVE-2020-36197

Discovery Credit
LEGACY: Trend Micro ZDI - ZDI-CAN-12048

There are currently no legacy QID mappings associated with this CVE.
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