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Summary

CVE CVE-2020-36201

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered in certain Xerox WorkCentre products. They do not properly encrypt passwords. This affects 3655, 3655i, 58XX, 58XXi 59XX, 59XXi, 6655, 6655i, 72XX, 72XXi 78XX, 78XXi, 7970, 7970i, EC7836, and EC7856 devices.

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Xerox Workcentre 3655 - All All All

Hardware Xerox Workcentre 3655 - All All All

Hardware Xerox Workcentre 3655i - All All All

Hardware Xerox Workcentre 3655i - All All All

Operating System Xerox Workcentre 3655i Firmware All All All All

Operating System Xerox Workcentre 3655i Firmware All All All All

Operating System Xerox Workcentre 3655 Firmware All All All All

Operating System Xerox Workcentre 3655 Firmware All All All All

Hardware Xerox Workcentre 5865 - All All All

Hardware Xerox Workcentre 5865 - All All All

Hardware Xerox Workcentre 5865i - All All All

Hardware Xerox Workcentre 5865i - All All All

Operating System Xerox Workcentre 5865i Firmware All All All All

Operating System Xerox Workcentre 5865i Firmware All All All All

Operating System Xerox Workcentre 5865 Firmware All All All All

Operating System Xerox Workcentre 5865 Firmware All All All All

Hardware Xerox Workcentre 5875 - All All All
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Hardware Xerox Workcentre 5875 - All All All

Hardware Xerox Workcentre 5875 - All All All

Hardware Xerox Workcentre 5875i - All All All

Hardware Xerox Workcentre 5875i - All All All

Operating System Xerox Workcentre 5875i Firmware All All All All

Operating System Xerox Workcentre 5875i Firmware All All All All

Operating System Xerox Workcentre 5875 Firmware All All All All

Operating System Xerox Workcentre 5875 Firmware All All All All

Hardware Xerox Workcentre 5890 - All All All

Hardware Xerox Workcentre 5890 - All All All

Hardware Xerox Workcentre 5890i - All All All

Hardware Xerox Workcentre 5890i - All All All

Operating System Xerox Workcentre 5890i Firmware All All All All

Operating System Xerox Workcentre 5890i Firmware All All All All

Operating System Xerox Workcentre 5890 Firmware All All All All

Operating System Xerox Workcentre 5890 Firmware All All All All

Hardware Xerox Workcentre 5945 - All All All

Hardware Xerox Workcentre 5945 - All All All

Hardware Xerox Workcentre 5945i - All All All

Hardware Xerox Workcentre 5945i - All All All

Operating System Xerox Workcentre 5945i Firmware All All All All

Operating System Xerox Workcentre 5945i Firmware All All All All

Operating System Xerox Workcentre 5945 Firmware All All All All

Operating System Xerox Workcentre 5945 Firmware All All All All

Hardware Xerox Workcentre 5955 - All All All

Hardware Xerox Workcentre 5955 - All All All

Hardware Xerox Workcentre 5955i - All All All

Hardware Xerox Workcentre 5955i - All All All

Operating System Xerox Workcentre 5955i Firmware All All All All

Operating System Xerox Workcentre 5955i Firmware All All All All

Operating System Xerox Workcentre 5955 Firmware All All All All

Operating System Xerox Workcentre 5955 Firmware All All All All

Hardware Xerox Workcentre 6655 - All All All

Hardware Xerox Workcentre 6655 - All All All

Hardware Xerox Workcentre 6655i - All All All

Hardware Xerox Workcentre 6655i - All All All
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Operating System Xerox Workcentre 6655i Firmware All All All All

Operating System Xerox Workcentre 6655i Firmware All All All All

Operating System Xerox Workcentre 6655 Firmware All All All All

Operating System Xerox Workcentre 6655 Firmware All All All All

Hardware Xerox Workcentre 7220 - All All All

Hardware Xerox Workcentre 7220 - All All All

Hardware Xerox Workcentre 7220i - All All All

Hardware Xerox Workcentre 7220i - All All All

Operating System Xerox Workcentre 7220i Firmware All All All All

Operating System Xerox Workcentre 7220i Firmware All All All All

Operating System Xerox Workcentre 7220 Firmware All All All All

Operating System Xerox Workcentre 7220 Firmware All All All All

Hardware Xerox Workcentre 7225 - All All All

Hardware Xerox Workcentre 7225 - All All All

Hardware Xerox Workcentre 7225i - All All All

Hardware Xerox Workcentre 7225i - All All All

Operating System Xerox Workcentre 7225i Firmware All All All All

Operating System Xerox Workcentre 7225i Firmware All All All All

Operating System Xerox Workcentre 7225 Firmware All All All All

Operating System Xerox Workcentre 7225 Firmware All All All All

Hardware Xerox Workcentre 7830 - All All All

Hardware Xerox Workcentre 7830 - All All All

Hardware Xerox Workcentre 7830i - All All All

Hardware Xerox Workcentre 7830i - All All All

Operating System Xerox Workcentre 7830i Firmware All All All All

Operating System Xerox Workcentre 7830i Firmware All All All All

Operating System Xerox Workcentre 7830 Firmware All All All All

Operating System Xerox Workcentre 7830 Firmware All All All All

Hardware Xerox Workcentre 7835 - All All All

Hardware Xerox Workcentre 7835 - All All All

Hardware Xerox Workcentre 7835i - All All All

Hardware Xerox Workcentre 7835i - All All All

Operating System Xerox Workcentre 7835i Firmware All All All All

Operating System Xerox Workcentre 7835i Firmware All All All All

Operating System Xerox Workcentre 7835 Firmware All All All All

Operating System Xerox Workcentre 7835 Firmware All All All All
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Operating System Xerox Workcentre 7835 Firmware All All All All

Hardware Xerox Workcentre 7845 - All All All

Hardware Xerox Workcentre 7845 - All All All

Hardware Xerox Workcentre 7845i - All All All

Hardware Xerox Workcentre 7845i - All All All

Operating System Xerox Workcentre 7845i Firmware All All All All

Operating System Xerox Workcentre 7845i Firmware All All All All

Operating System Xerox Workcentre 7845 Firmware All All All All

Operating System Xerox Workcentre 7845 Firmware All All All All

Hardware Xerox Workcentre 7855 - All All All

Hardware Xerox Workcentre 7855 - All All All

Hardware Xerox Workcentre 7855i - All All All

Hardware Xerox Workcentre 7855i - All All All

Operating System Xerox Workcentre 7855i Firmware All All All All

Operating System Xerox Workcentre 7855i Firmware All All All All

Operating System Xerox Workcentre 7855 Firmware All All All All

Operating System Xerox Workcentre 7855 Firmware All All All All

Hardware Xerox Workcentre 7970 - All All All

Hardware Xerox Workcentre 7970 - All All All

Hardware Xerox Workcentre 7970i - All All All

Hardware Xerox Workcentre 7970i - All All All

Operating System Xerox Workcentre 7970i Firmware All All All All

Operating System Xerox Workcentre 7970i Firmware All All All All

Operating System Xerox Workcentre 7970 Firmware All All All All

Operating System Xerox Workcentre 7970 Firmware All All All All

Hardware Xerox Workcentre Ec7836 - All All All

Hardware Xerox Workcentre Ec7836 - All All All

Operating System Xerox Workcentre Ec7836 Firmware All All All All

Operating System Xerox Workcentre Ec7836 Firmware All All All All

Hardware Xerox Workcentre Ec7856 - All All All

Hardware Xerox Workcentre Ec7856 - All All All

Operating System Xerox Workcentre Ec7856 Firmware All All All All

Operating System Xerox Workcentre Ec7856 Firmware All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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