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Summary

CVE CVE-2020-36233

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-18 20:15:00 UTC

Updated 2021-02-24 19:30:00 UTC

Description The Microsoft Windows Installer for Atlassian Bitbucket Server and Data Center before version 6.10.9, 7.x before 7.6.4, and from version 7.7.0 before 7.10.1 allows local attackers to escalate privileges because of weak permissions on the installation directory.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Bitbucket All All All All

Application Atlassian Bitbucket All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference

VU#240785 - Atlassian Bitbucket on Windows is vulnerable to privilege escalation due to weak ACLs

[BSERV-12753] Privilege Escalation Vulnerability in Atlassian Bitbucket on Windows - CVE-2020-36233 - Create and track feature requests for Atlassian products.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730309 Atlassian Bitbucket Privilege Escalation Vulnerability (CVE-2020-36233)
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