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Summary

CVE CVE-2020-36309

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-06 19:15:00 UTC

Updated 2021-06-03 19:10:00 UTC

Description ngx_http_lua_module (aka lua-nginx-module) before 0.10.16 in OpenResty allows unsafe characters in an argument when using the API to mutate a URI, or a request or response header.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openresty Lua-nginx-module All All All All

References

Reference

Comparing v0.10.15...v0.10.16 · openresty/lua-nginx-module · GitHub

CVE-2020-36309 OpenResty Vulnerability in NetApp Products | NetApp Product Security

Hi from the Pages team! This was such a great find and can't thank you enough fo... | Hacker News

bugfix: ensured arguments of APIs mutating uri or request/response headers do not contain unsafe characters. by doujiang24 · Pull Request #1654 · openresty/lua-nginx-module · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198741 Ubuntu Security Notification for nginx Vulnerabilities (USN-5371-1)
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