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Summary

CVE CVE-2020-36649

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-11 15:15:00 UTC

Updated 2023-11-07 03:22:00 UTC

Description A vulnerability was found in mholt PapaParse up to 5.1.x. It has been classified as problematic. Affected is an unknown function of the file papaparse.js. The manipulation leads to inefficient regular expression complexity. Upgrading to version 5.2.0 is able to address this issue. The name of the patch is 235a12758cd77266d2e98fd715f53536b34ad621. It is recommended to upgrade the affected component. The identifier of this vulnerability is VDB-218004.

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Papaparse Papaparse All All All All

References

Reference Source Link Tags

Release Release 5.2.0 · mholt/PapaParse · GitHub MISC github.com

Avoid ReDOS on float dynamic typing by pokoli · Pull Request #779 · mholt/PapaParse · GitHub MISC github.com

Avoid ReDOS on float dynamic typing (#779) · mholt/PapaParse@235a127 · GitHub MISC github.com

RegExp used to detect numbers is vulnerable to ReDoS · Issue #777 · mholt/PapaParse · GitHub MISC github.com

vuldb.com MISC vuldb.com

vuldb.com MISC vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691134 Free Berkeley Software Distribution (FreeBSD) Security Update for mediawiki (466ba8bd-d033-11ed-addf-080027eda32c)
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