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CVE CVE-2020-36694
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-21 23:15:00 UTC
Updated 2023-06-22 15:15:00 UTC
Description An issue was discovered in netfilter in the Linux kernel before 5.10. There can be a use-after-free in the packet processing
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags
cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.12 MISC cdn.kernel.org

CVE-2020-36694 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

KASAN: use-after-free Read in dump_schedule MISC syzkaller.appspot.com
cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.10 MISC cdn.kernel.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,

/

|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

673261 EulerOS Security Update for kernel (EulerOS-SA-2023-2614)

673272 EulerOS Security Update for kernel (EulerOS-SA-2023-2584)


https://cve.report/
https://cve.report/CVE-2020-36694/mitre
https://cve.report/CVE-2020-36694/nist
https://cve.report/CVE-2020-36694/cve_org
https://cve.report/CVE-2020-36694.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-5.12
https://security.netapp.com/advisory/ntap-20230622-0005/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=cc00bcaa589914096edef7fb87ca5cee4a166b5c
https://syzkaller.appspot.com/bug?id=0c4fd9c6aa04ec116d01e915d3b186f71a212cb2
https://cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-5.10
https://www.cve.org/CVERecord?id=CVE-2020-36694
https://nvd.nist.gov/vuln/detail/CVE-2020-36694
http://cve.report/qid/673261
http://cve.report/qid/673272

754120 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2611-1)

754145 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2651-1)
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