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Summary

CVE CVE-2020-36695

State PUBLIC

Assigner hirt@hitachi.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-18 03:15:00 UTC

Updated 2023-07-27 17:30:00 UTC

Description Incorrect Default Permissions vulnerability in Hitachi Device Manager on Linux (Device Manager Server component), Hitachi Tiered Storage Manager on Linux, Hitachi Replication Manager on Linux, Hitachi Tuning Manager on Linux (Hitachi Tuning Manager server, Hitachi Tuning Manager - Agent for RAID, Hitachi Tuning Manager - Agent for NAS 

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitachi Compute Systems Manager All All All All

Application Hitachi Device Manager All All All All

Application Hitachi Replication Manager All All All All

Application Hitachi Tiered Storage Manager All All All All

Application Hitachi Tuning Manager All All All All

Operating System Linux Linux Kernel - All All All

References

Reference Source Link

File and Directory Permissions Vulnerability in Hitachi Command Suite: Software Vulnerability Information: Software: Hitachi MISC www.hitachi.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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