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Summary

CVE CVE-2020-36707

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-07 02:15:00 UTC

Updated 2023-11-07 03:22:00 UTC

Description The Coming Soon & Maintenance Mode Page plugin for WordPress is vulnerable to Cross-Site Request Forgery in versions up to, and including, 1.57. This is due to confusing logic functions missing or having incorrect nonce validation. This makes it possible for unauthenticated attackers to gain and perform otherwise unauthorized access and actions via a forged request granted they can trick a site administrator into performing an action such as clicking on a link.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wpconcern Coming Soon Maintenance Mode Page All All All All

Application Wpconcern Nifty Coming Soon Maintenance Mode Page All All All All

References

Reference Source Link

Coming Soon & Maintenance Mode Page <= 1.57 - Cross-Site Request Forgery MISC www.wordfence.com

Multiple Plugins/Themes - Cross-Site Request Forgery (CSRF) WordPress Security Vulnerability MISC wpscan.com

WordPress Plugin Coming Soon & Maintenance Mode Page Cross-Site Request Forgery (1.57) - Vulnerabilities - Acunetix MISC www.acunetix.com

Is Coming Soon & Maintenance Mode Page Safe? MISC jetpack.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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