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Summary

CVE CVE-2020-36735

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-01 03:15:15 UTC

Updated 2026-04-08 17:16:35 UTC

Description The WP ERP | Complete HR solution with recruitment & job listings | WooCommerce CRM & Accounting plugin for WordPress is vulnerable to Cross-Site Request Forgery in versions up to, and including, 1.6.3. This is due to missing or incorrect nonce validation on the handle_leave_calendar_filter, add_enable_disable_option_save, leave_policies, process_bulk_action, and process_crm_contact functions. This makes it possible for unauthenticated attackers to modify the plugins settings via a forged request granted they can trick a site administrator into performing an action such as clicking on a link.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

Problem Types: CWE-352 | CWE-352 CWE-352 Cross-Site Request Forgery (CSRF)

Version Source Type Score Severity Vector

3.1 security@wordfence.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

3.1 CNA DECLARED 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

None

https://cve.report/
https://cve.report/CVE-2020-36735/mitre
https://cve.report/CVE-2020-36735/nist
https://cve.report/CVE-2020-36735/cve_org
https://cve.report/api/cve/CVE-2020-36735.json
https://cve.report/CVE-2020-36735.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wedevs Wp Erp All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Wedevs ERP Complete HR Accounting CRM Suite With WooCommerce CRM Support affected 1.6.4 semver Not specified

References

Reference

403 Forbidden

Multiple WordPress plugins fixed CSRF vulnerabilities (part 2). – NinTechNet

Multiple WordPress plugins fixed CSRF vulnerabilities (part 1). – NinTechNet

Multiple WordPress plugins fixed CSRF vulnerabilities (part 4). – NinTechNet

WP ERP | Complete HR solution with recruitment & job listings | WooCommerce CRM & Accounting <= 1.6.3 - Cross-Site Request Forgery Bypass

Multiple WordPress plugins fixed CSRF vulnerabilities (part 3). – NinTechNet

Multiple WordPress plugins fixed CSRF vulnerabilities (part 5). – NinTechNet

25 WordPress plugins vulnerable to CSRF attacks. – NinTechNet

More WordPress plugins and themes vulnerable to CSRF attacks. – NinTechNet

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

CNA: Jerome Bruandet (en)

Additional Advisory Data

Source Time Event

CNA 2020-09-26T00:00:00.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.

Integrity

Low

Availability

None

http://cve.report/vendor/wedevs
http://cve.report/software/wedevs/wp_erp
http://cve.report/vendor/wedevs
http://cve.report/software/wedevs/ERP_Complete_HR_Accounting__CRM_Suite_with_WooCommerce_CRM_Support
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=2368462%2540erp&new=2368462%2540erp&sfp_email=&sfph_mail=
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-2/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-1/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-4/
https://www.wordfence.com/threat-intel/vulnerabilities/id/01b90498-0ddb-4eb3-b76d-de30ed03d7d0?source=cve
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-3/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-5/
https://blog.nintechnet.com/25-wordpress-plugins-vulnerable-to-csrf-attacks/
https://blog.nintechnet.com/more-wordpress-plugins-and-themes-vulnerable-to-csrf-attacks/
https://www.cve.org/CVERecord?id=CVE-2020-36735
https://nvd.nist.gov/vuln/detail/CVE-2020-36735


There are currently no legacy QID mappings associated with this CVE.
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