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Summary

CVE CVE-2020-36736

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-01 04:15:00 UTC

Updated 2023-11-07 03:22:00 UTC

Description The WooCommerce Checkout & Funnel Builder by CartFlows plugin for WordPress is vulnerable to Cross-Site Request Forgery in versions up to, and including, 1.5.15. This is due to missing or incorrect nonce validation on the export_json, import_json, and status_logs_file functions. This makes it possible for unauthenticated attackers to import/export settings and trigger logs showing via a forged request granted they can trick a site administrator into performing an action such as clicking on a link.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cartflows Cartflows All All All All

Application Cartflows Funnel Builder All All All All

References

Reference

25 WordPress plugins vulnerable to CSRF attacks. – NinTechNet

More WordPress plugins and themes vulnerable to CSRF attacks. – NinTechNet

Multiple WordPress plugins fixed CSRF vulnerabilities (part 3). – NinTechNet

Multiple WordPress plugins fixed CSRF vulnerabilities (part 2). – NinTechNet

WooCommerce Checkout & Funnel Builder by CartFlows – Create High Converting Stores For WooCommerce <= 1.5.15 - Cross-Site Request Forgery Bypass

Multiple WordPress plugins fixed CSRF vulnerabilities (part 4). – NinTechNet

Multiple WordPress plugins fixed CSRF vulnerabilities (part 5). – NinTechNet

403 Forbidden

Multiple WordPress plugins fixed CSRF vulnerabilities (part 1). – NinTechNet

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2020-36736/mitre
https://cve.report/CVE-2020-36736/nist
https://cve.report/CVE-2020-36736/cve_org
https://cve.report/CVE-2020-36736.pdf
http://cve.report/vendor/cartflows
http://cve.report/software/cartflows/cartflows
http://cve.report/vendor/cartflows
http://cve.report/software/cartflows/funnel_builder
https://blog.nintechnet.com/25-wordpress-plugins-vulnerable-to-csrf-attacks/
https://blog.nintechnet.com/more-wordpress-plugins-and-themes-vulnerable-to-csrf-attacks/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-3/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-2/
https://www.wordfence.com/threat-intel/vulnerabilities/id/0d98c849-4178-4cee-846b-2c136bc56daf?source=cve
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-4/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-5/
https://plugins.trac.wordpress.org/changeset/2368446/cartflows/trunk/classes/class-cartflows-importer.php
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-1/
https://www.cve.org/CVERecord?id=CVE-2020-36736
https://nvd.nist.gov/vuln/detail/CVE-2020-36736


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-36736
	Summary
	NVD Known Affected Configurations (CPE 2.3)
	References


