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CVE CVE-2020-36755
State PUBLIC
Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-10-20 08:15:00 UTC
Updated 2023-11-07 03:22:00 UTC
Description The Customizr theme for WordPress is vulnerable to Cross-Site Request Forgery in versions up to, and including, 4.3.0. Th

1|

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Presscustomizr Customizr All

Update

All

Edition Language

All All

References

Reference

Customizr <= 4.3.0 - Cross-Site Request Forgery Bypass

25 WordPress plugins vulnerable to CSRF attacks. — NinTechNet

More WordPress plugins and themes vulnerable to CSRF attacks. — NinTechNet
Multiple WordPress plugins fixed CSRF vulnerabilities (part 3). — NinTechNet
403 Forbidden

Multiple WordPress plugins fixed CSRF vulnerabilities (part 2). — NinTechNet
Multiple WordPress plugins fixed CSRF vulnerabilities (part 4). — NinTechNet
Multiple WordPress plugins fixed CSRF vulnerabilities (part 5). — NinTechNet
Multiple WordPress plugins fixed CSRF vulnerabilities (part 1). — NinTechNet
CVE Program record

NVD vulnerability detail

/

Source

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link Tags
www.wordfence.com
blog.nintechnet.com
blog.nintechnet.com
blog.nintechnet.com
themes.trac.wordpress.org
blog.nintechnet.com
blog.nintechnet.com
blog.nintechnet.com
blog.nintechnet.com

WwWw.cve.org canonical

nvd.nist.gov canonical, analy

i)

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2020-36755/mitre
https://cve.report/CVE-2020-36755/nist
https://cve.report/CVE-2020-36755/cve_org
https://cve.report/CVE-2020-36755.pdf
http://cve.report/vendor/presscustomizr
http://cve.report/software/presscustomizr/customizr
https://www.wordfence.com/threat-intel/vulnerabilities/id/d9f6b600-a35a-49c2-8758-a7cc5c00e947?source=cve
https://blog.nintechnet.com/25-wordpress-plugins-vulnerable-to-csrf-attacks/
https://blog.nintechnet.com/more-wordpress-plugins-and-themes-vulnerable-to-csrf-attacks/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-3/
https://themes.trac.wordpress.org/browser/customizr/4.3.1/core/czr-admin-ccat.php?rev=135570#L1764
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-2/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-4/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-5/
https://blog.nintechnet.com/multiple-wordpress-plugins-fixed-csrf-vulnerabilities-part-1/
https://www.cve.org/CVERecord?id=CVE-2020-36755
https://nvd.nist.gov/vuln/detail/CVE-2020-36755

There are currently no legacy QID mappings associated with this CVE.
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