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Summary

CVE CVE-2020-3933

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-11 12:15:00 UTC

Updated 2022-01-01 19:58:00 UTC

Description TAIWAN SECOM CO., LTD., a Door Access Control and Personnel Attendance Management system, allows attackers to enumerate and exam user account in the system.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Secom Dr.id Access Control All All All All

Application Secom Dr.id Access Control 3.3.2 All All All

Application Secom Dr.id Access Control 3.3.2 All All All

Application Secom Dr.id Attendance System All All All All

Application Secom Dr.id Attendance System 3.3.0.3_20160517 All All All

Application Secom Dr.id Attendance System 3.3.0.3_20160517 All All All

References

Reference

TWCERT/CC Taiwan Computer Emergency Response Team/Coordination Center-TAIWAN SECOM CO., LTD. - User Account Enumeration

CHT Security Red Team Discovered Several Vulnerabilities in Well-Known Domestic Door Access Control and Personnel Attendance Management System｜中華資安國際 CHT Security Co., Ltd.

Dr.ID SQL Injection and Information exposure · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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