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CVE-2020-3958

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

avssanvuacrruunsucnan — Gertain versions of Esxi from Vmware contain the following
’ vulnerability:

VMware ESXi (6.7 before ESXi670-202004101-SG and 6.5 before
ESXi650-202005401-SG), VMware Workstation (15.x before 15.5.2)
and VMware Fusion (11.x before 11.5.2) contain a denial-of-service
vulnerability in the shader functionality. Successful exploitation of this
issue may allow attackers with non-administrative access to a virtual
machine to crash the virtual machine's vmx process leading to a denial of service condition.

CVE-2020-3958 has been assigned by [ security@vmware.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: @ VMware - VMware ESXi version 6.7 before ESXi670-202004101-SG

Affected Vendor/Software: i VMware - VMware ESXi version 6.5 before ESXi650-202005401-SG

Affected Vendor/Software: i VMware - VMware Workstation version 15.x before 15.5.2

Affected Vendor/Software: i VMware - VMware Fusion version 11.x before 11.5.2

CVSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE [ HIGH |
CVSS2 Score: j2i=Eow)
Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact


https://cve.report/
https://cve.report/CVE-2020-3958/mitre
https://cve.report/CVE-2020-3958/nist
https://cve.report/CVE-2020-3958/cve_org
https://cve.report/CVE-2020-3958.pdf
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

| (o

CVE References

Description Tags Link
VMSA-2020-0011.1 E8 CONFIRM
m www.vmware.com/security/advisories/VMSA-2020-
text/html 0011.html
TALOS-2019-0957 || Cisco Talos Intelligence Group - QMIsC
Comprehensive Threat Intelligence www.talosintelligence.com/vulnerability _reports/TALOS-
2019-0957

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Vmware Esxi 6.5 - All All
System

Operating Vmware Esxi 6.5 650-201701001 All All
System

Operating Vmware Esxi 6.5 650-201703001 All All
System

Operating Vmware Esxi 6.5 650-201703002 All All
System

Operating Vmware Esxi 6.5 650-201704001 All All
System

Operating Vmware Esxi 6.5 650-201707101 All All
System

Operating Vmware Esxi 6.5 650-201707102 All All
System

Operating Vmware Esxi 6.5 650-201707103 All All
System

Operating Vmware Esxi 6.5 650-201707201 All All
System

Operating Vmware Esxi 6.5 650-201707202 All All
System

Operating Vmware Esxi 6.5 650-201707203 All All
System

Operating Vmware Esxi 6.5 650-201707204 All All
System

Operating Vmware Esxi 6.5 650-201707205 All All
System
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cpe:2.3:a:vmware:fusion:*:
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cpe:2.3:a:vmware:fusion:*: *

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
VMCI has had a long string of CVEs from CVE-2013-1406 through more recent CVE-2020-3958. 2021-06-30
@JimSycurity Curious if offensive rese... twitter.com/i/web/status/1... 15:39:54
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