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Summary

CVE CVE-2020-3990

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-16 17:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description VMware Workstation (15.x) and Horizon Client for Windows (5.x before 5.4.4) contain an information disclosure vulnerability due to an integer overflow issue in Cortado ThinPrint component. A malicious actor with normal access to a virtual machine may be able to exploit this issue to leak memory from TPView process running on the system where Workstation or Horizon Client for Windows is installed. Exploitation is only possible if virtual printing has been enabled. This feature is not enabled by default on Workstation but it is enabled by default on Horizon Client.

Risk And Classification

Problem Types: CWE-125 | CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Horizon Client All All All All

Application Vmware Horizon Client All All All All

Application Vmware Workstation Player All All All All

Application Vmware Workstation Player All All All All

Application Vmware Workstation Pro All All All All

Application Vmware Workstation Pro All All All All

References

Reference Source Link Tags

VMSA-2020-0020.1 MISC www.vmware.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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