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Certain versions of Cloud Foundation from Vmware contain the
following vulnerability:

OpenSLP as used in VMware ESXi (7.0 before ESXi_7.0.1-
0.0.16850804, 6.7 before ESXi670-202010401-SG, 6.5 before
ESXi650-202010401-SG) has a use-after-free issue. A malicious actor
residing in the management network who has access to port 427 on an
ESXi machine may be able to trigger a use-after-free in the OpenSLP

service resulting in remote code execution.

CVSS3 Score: 9.8 - CRITICAL

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH HIGH HIGH

CVSS2 Score: 10 - HIGH

Access
Vector

Access
Complexity

Authentication

NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

COMPLETE COMPLETE COMPLETE

CVE References

Description Tags Link

ZDI-20-1385 | Zero Day Initiative www.zerodayinitiative.com

text/html

 MISC www.zerodayinitiative.com/advisories/ZDI-20-1385/

CVE-2020-3992 has been assigned by  security@vmware.com to track the vulnerability - currently rated as CRITICAL  severity.
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text/html

VMSA-2020-0023 Patch

Vendor Advisory

www.vmware.com

text/html

 MISC www.vmware.com/security/advisories/VMSA-2020-0023.html

ZDI-20-1377 | Zero Day Initiative www.zerodayinitiative.com

text/html

 MISC www.zerodayinitiative.com/advisories/ZDI-20-1377/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

CVE-2020-3992 & CVE-2019-5544

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Cloud Foundation All All All All

Application Vmware Cloud Foundation All All All All

Operating
System

Vmware Esxi 6.5 - All All

Operating
System

Vmware Esxi 6.5 2 All All

Operating
System

Vmware Esxi 6.5 650-201701001 All All

Operating
System

Vmware Esxi 6.5 650-201703001 All All

Operating
System

Vmware Esxi 6.5 650-201703002 All All

Operating
System

Vmware Esxi 6.5 650-201704001 All All

Operating
System

Vmware Esxi 6.5 650-201707101 All All

Operating
System

Vmware Esxi 6.5 650-201707102 All All

Operating
System

Vmware Esxi 6.5 650-201707103 All All

Operating
System

Vmware Esxi 6.5 650-201707201 All All

Operating
System

Vmware Esxi 6.5 650-201707202 All All

Operating
System

Vmware Esxi 6.5 650-201707203 All All
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System

Operating
System

Vmware Esxi 6.5 650-201707204 All All

Operating
System

Vmware Esxi 6.5 650-201707205 All All

Operating
System

Vmware Esxi 6.5 650-201707206 All All

Operating
System

Vmware Esxi 6.5 650-201707207 All All

Operating
System

Vmware Esxi 6.5 650-201707208 All All

Operating
System

Vmware Esxi 6.5 650-201707209 All All

Operating
System

Vmware Esxi 6.5 650-201707210 All All

Operating
System

Vmware Esxi 6.5 650-201707211 All All

Operating
System

Vmware Esxi 6.5 650-201707212 All All

Operating
System

Vmware Esxi 6.5 650-201707213 All All

Operating
System

Vmware Esxi 6.5 650-201707214 All All

Operating
System

Vmware Esxi 6.5 650-201707215 All All

Operating
System

Vmware Esxi 6.5 650-201707216 All All

Operating
System

Vmware Esxi 6.5 650-201707217 All All

Operating
System

Vmware Esxi 6.5 650-201707218 All All

Operating
System

Vmware Esxi 6.5 650-201707219 All All

Operating
System

Vmware Esxi 6.5 650-201707220 All All

Operating
System

Vmware Esxi 6.5 650-201707221 All All

Operating
System

Vmware Esxi 6.5 650-201710001 All All

Operating
System

Vmware Esxi 6.5 650-201712001 All All

Operating
System

Vmware Esxi 6.5 650-201803001 All All

Operating
System

Vmware Esxi 6.5 650-201806001 All All

Operating
System

Vmware Esxi 6.5 650-201808001 All All
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System

Operating
System

Vmware Esxi 6.5 650-201810001 All All

Operating
System

Vmware Esxi 6.5 650-201810002 All All

Operating
System

Vmware Esxi 6.5 650-201811001 All All

Operating
System

Vmware Esxi 6.5 650-201811002 All All

Operating
System

Vmware Esxi 6.5 650-201811301 All All

Operating
System

Vmware Esxi 6.5 650-201901001 All All

Operating
System

Vmware Esxi 6.5 650-201903001 All All

Operating
System

Vmware Esxi 6.5 650-201905001 All All

Operating
System

Vmware Esxi 6.5 650-201908001 All All

Operating
System

Vmware Esxi 6.5 650-201910001 All All

Operating
System

Vmware Esxi 6.5 650-20191004001 All All

Operating
System

Vmware Esxi 6.5 650-201911001 All All

Operating
System

Vmware Esxi 6.5 650-201911401 All All

Operating
System

Vmware Esxi 6.5 650-201911402 All All

Operating
System

Vmware Esxi 6.5 650-201912001 All All

Operating
System

Vmware Esxi 6.5 650-201912002 All All

Operating
System

Vmware Esxi 6.5 650-201912101 All All

Operating
System

Vmware Esxi 6.5 650-201912102 All All

Operating
System

Vmware Esxi 6.5 650-201912103 All All

Operating
System

Vmware Esxi 6.5 650-201912104 All All

Operating
System

Vmware Esxi 6.5 650-201912301 All All

Operating
System

Vmware Esxi 6.5 650-201912401 All All

Operating Vmware Esxi 6.5 650-201912402 All All
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System

Operating
System

Vmware Esxi 6.5 650-201912403 All All

Operating
System

Vmware Esxi 6.5 650-201912404 All All

Operating
System

Vmware Esxi 6.5 650-202005001 All All

Operating
System

Vmware Esxi 6.5 650-202006001 All All

Operating
System

Vmware Esxi 6.5 650-202007001 All All

Operating
System

Vmware Esxi 6.5 650-202010001 All All

Operating
System

Vmware Esxi 6.7 - All All

Operating
System

Vmware Esxi 6.7 670-201806001 All All

Operating
System

Vmware Esxi 6.7 670-201807001 All All

Operating
System

Vmware Esxi 6.7 670-201808001 All All

Operating
System

Vmware Esxi 6.7 670-201810001 All All

Operating
System

Vmware Esxi 6.7 670-201810101 All All

Operating
System

Vmware Esxi 6.7 670-201810102 All All

Operating
System

Vmware Esxi 6.7 670-201810103 All All

Operating
System

Vmware Esxi 6.7 670-201810201 All All

Operating
System

Vmware Esxi 6.7 670-201810202 All All

Operating
System

Vmware Esxi 6.7 670-201810203 All All

Operating
System

Vmware Esxi 6.7 670-201810204 All All

Operating
System

Vmware Esxi 6.7 670-201810205 All All

Operating
System

Vmware Esxi 6.7 670-201810206 All All

Operating
System

Vmware Esxi 6.7 670-201810207 All All

Operating
System

Vmware Esxi 6.7 670-201810208 All All

Operating Vmware Esxi 6.7 670-201810209 All All
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System

Operating
System

Vmware Esxi 6.7 670-201810210 All All

Operating
System

Vmware Esxi 6.7 670-201810211 All All

Operating
System

Vmware Esxi 6.7 670-201810212 All All

Operating
System

Vmware Esxi 6.7 670-201810213 All All

Operating
System

Vmware Esxi 6.7 670-201810214 All All

Operating
System

Vmware Esxi 6.7 670-201810215 All All

Operating
System

Vmware Esxi 6.7 670-201810216 All All

Operating
System

Vmware Esxi 6.7 670-201810217 All All

Operating
System

Vmware Esxi 6.7 670-201810218 All All

Operating
System

Vmware Esxi 6.7 670-201810219 All All

Operating
System

Vmware Esxi 6.7 670-201810220 All All

Operating
System

Vmware Esxi 6.7 670-201810221 All All

Operating
System

Vmware Esxi 6.7 670-201810222 All All

Operating
System

Vmware Esxi 6.7 670-201810223 All All

Operating
System

Vmware Esxi 6.7 670-201810224 All All

Operating
System

Vmware Esxi 6.7 670-201810225 All All

Operating
System

Vmware Esxi 6.7 670-201810226 All All

Operating
System

Vmware Esxi 6.7 670-201810227 All All

Operating
System

Vmware Esxi 6.7 670-201810228 All All

Operating
System

Vmware Esxi 6.7 670-201810229 All All

Operating
System

Vmware Esxi 6.7 670-201810230 All All

Operating
System

Vmware Esxi 6.7 670-201810231 All All

Operating Vmware Esxi 6.7 670-201810232 All All
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Operating
System

Vmware Esxi 6.7 670-201810232 All All

Operating
System

Vmware Esxi 6.7 670-201810233 All All

Operating
System

Vmware Esxi 6.7 670-201810234 All All

Operating
System

Vmware Esxi 6.7 670-201811001 All All

Operating
System

Vmware Esxi 6.7 670-201901001 All All

Operating
System

Vmware Esxi 6.7 670-201901401 All All

Operating
System

Vmware Esxi 6.7 670-201901402 All All

Operating
System

Vmware Esxi 6.7 670-201901403 All All

Operating
System

Vmware Esxi 6.7 670-201903001 All All

Operating
System

Vmware Esxi 6.7 670-201904001 All All

Operating
System

Vmware Esxi 6.7 670-201904201 All All

Operating
System

Vmware Esxi 6.7 670-201904201-ug All All

Operating
System

Vmware Esxi 6.7 670-201904202 All All

Operating
System

Vmware Esxi 6.7 670-201904202-ug All All

Operating
System

Vmware Esxi 6.7 670-201904203 All All

Operating
System

Vmware Esxi 6.7 670-201904203-ug All All

Operating
System

Vmware Esxi 6.7 670-201904204 All All

Operating
System

Vmware Esxi 6.7 670-201904204-ug All All

Operating
System

Vmware Esxi 6.7 670-201904205 All All

Operating
System

Vmware Esxi 6.7 670-201904205-ug All All

Operating
System

Vmware Esxi 6.7 670-201904206 All All

Operating
System

Vmware Esxi 6.7 670-201904206-ug All All

Operating
System

Vmware Esxi 6.7 670-201904207 All All

Operating Vmware Esxi 6.7 670-201904207-ug All All
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Operating
System

Vmware Esxi 6.7 670-201904207-ug All All

Operating
System

Vmware Esxi 6.7 670-201904208 All All

Operating
System

Vmware Esxi 6.7 670-201904208-ug All All

Operating
System

Vmware Esxi 6.7 670-201904209 All All

Operating
System

Vmware Esxi 6.7 670-201904209-ug All All

Operating
System

Vmware Esxi 6.7 670-201904210 All All

Operating
System

Vmware Esxi 6.7 670-201904210-ug All All

Operating
System

Vmware Esxi 6.7 670-201904211 All All

Operating
System

Vmware Esxi 6.7 670-201904211-ug All All

Operating
System

Vmware Esxi 6.7 670-201904212 All All

Operating
System

Vmware Esxi 6.7 670-201904212-ug All All

Operating
System

Vmware Esxi 6.7 670-201904213 All All

Operating
System

Vmware Esxi 6.7 670-201904213-ug All All

Operating
System

Vmware Esxi 6.7 670-201904214 All All

Operating
System

Vmware Esxi 6.7 670-201904214-ug All All

Operating
System

Vmware Esxi 6.7 670-201904215 All All

Operating
System

Vmware Esxi 6.7 670-201904215-ug All All

Operating
System

Vmware Esxi 6.7 670-201904216 All All

Operating
System

Vmware Esxi 6.7 670-201904216-ug All All

Operating
System

Vmware Esxi 6.7 670-201904217 All All

Operating
System

Vmware Esxi 6.7 670-201904217-ug All All

Operating
System

Vmware Esxi 6.7 670-201904218 All All

Operating
System

Vmware Esxi 6.7 670-201904218-ug All All

Operating Vmware Esxi 6.7 670-201904219 All All
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Operating
System

Vmware Esxi 6.7 670-201904219 All All

Operating
System

Vmware Esxi 6.7 670-201904219-ug All All

Operating
System

Vmware Esxi 6.7 670-201904220 All All

Operating
System

Vmware Esxi 6.7 670-201904220-ug All All

Operating
System

Vmware Esxi 6.7 670-201904221 All All

Operating
System

Vmware Esxi 6.7 670-201904221-ug All All

Operating
System

Vmware Esxi 6.7 670-201904222 All All

Operating
System

Vmware Esxi 6.7 670-201904222-ug All All

Operating
System

Vmware Esxi 6.7 670-201904223 All All

Operating
System

Vmware Esxi 6.7 670-201904223-ug All All

Operating
System

Vmware Esxi 6.7 670-201904224 All All

Operating
System

Vmware Esxi 6.7 670-201904224-ug All All

Operating
System

Vmware Esxi 6.7 670-201904225 All All

Operating
System

Vmware Esxi 6.7 670-201904225-ug All All

Operating
System

Vmware Esxi 6.7 670-201904226 All All

Operating
System

Vmware Esxi 6.7 670-201904226-ug All All

Operating
System

Vmware Esxi 6.7 670-201904227 All All

Operating
System

Vmware Esxi 6.7 670-201904227-ug All All

Operating
System

Vmware Esxi 6.7 670-201904228 All All

Operating
System

Vmware Esxi 6.7 670-201904228-ug All All

Operating
System

Vmware Esxi 6.7 670-201904229 All All

Operating
System

Vmware Esxi 6.7 670-201904229-ug All All

Operating
System

Vmware Esxi 6.7 670-201905001 All All

Operating Vmware Esxi 6.7 670-201906002 All All
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Operating
System

Vmware Esxi 6.7 670-201906002 All All

Operating
System

Vmware Esxi 6.7 670-201908101 All All

Operating
System

Vmware Esxi 6.7 670-201908102 All All

Operating
System

Vmware Esxi 6.7 670-201908103 All All

Operating
System

Vmware Esxi 6.7 670-201908104 All All

Operating
System

Vmware Esxi 6.7 670-201908201 All All

Operating
System

Vmware Esxi 6.7 670-201908202 All All

Operating
System

Vmware Esxi 6.7 670-201908203 All All

Operating
System

Vmware Esxi 6.7 670-201908204 All All

Operating
System

Vmware Esxi 6.7 670-201908205 All All

Operating
System

Vmware Esxi 6.7 670-201908206 All All

Operating
System

Vmware Esxi 6.7 670-201908207 All All

Operating
System

Vmware Esxi 6.7 670-201908208 All All

Operating
System

Vmware Esxi 6.7 670-201908209 All All

Operating
System

Vmware Esxi 6.7 670-201908210 All All

Operating
System

Vmware Esxi 6.7 670-201908211 All All

Operating
System

Vmware Esxi 6.7 670-201908212 All All

Operating
System

Vmware Esxi 6.7 670-201908213 All All

Operating
System

Vmware Esxi 6.7 670-201908214 All All

Operating
System

Vmware Esxi 6.7 670-201908215 All All

Operating
System

Vmware Esxi 6.7 670-201908216 All All

Operating
System

Vmware Esxi 6.7 670-201908217 All All

Operating
System

Vmware Esxi 6.7 670-201908218 All All

Operating Vmware Esxi 6.7 670-201908219 All All
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Operating
System

Vmware Esxi 6.7 670-201908219 All All

Operating
System

Vmware Esxi 6.7 670-201908220 All All

Operating
System

Vmware Esxi 6.7 670-201908221 All All

Operating
System

Vmware Esxi 6.7 670-201912001 All All

Operating
System

Vmware Esxi 6.7 670-201912101 All All

Operating
System

Vmware Esxi 6.7 670-201912102 All All

Operating
System

Vmware Esxi 6.7 670-201912401 All All

Operating
System

Vmware Esxi 6.7 670-201912402 All All

Operating
System

Vmware Esxi 6.7 670-201912403 All All

Operating
System

Vmware Esxi 6.7 670-201912404 All All

Operating
System

Vmware Esxi 6.7 670-201912405 All All

Operating
System

Vmware Esxi 6.7 670-202004001 All All

Operating
System

Vmware Esxi 6.7 670-202004002 All All

Operating
System

Vmware Esxi 6.7 670-202004301 All All

Operating
System

Vmware Esxi 6.7 670-202004401 All All

Operating
System

Vmware Esxi 6.7 670-202004402 All All

Operating
System

Vmware Esxi 6.7 670-202004403 All All

Operating
System

Vmware Esxi 6.7 670-202004404 All All

Operating
System

Vmware Esxi 6.7 670-202004405 All All

Operating
System

Vmware Esxi 6.7 670-202004406 All All

Operating
System

Vmware Esxi 6.7 670-202004407 All All

Operating
System

Vmware Esxi 6.7 670-202004408 All All

Operating
System

Vmware Esxi 6.7 670-202006001 All All
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Operating
System

Vmware Esxi 6.7 670-202008001 All All

Operating
System

Vmware Esxi 6.7 670-202010001 All All

Operating
System

Vmware Esxi 7.0.0 - All All

Operating
System

Vmware Esxi 7.0.0 1.20.16321839 All All

Operating
System

Vmware Esxi 6.5 - All All

Operating
System

Vmware Esxi 6.5 2 All All

Operating
System

Vmware Esxi 6.5 650-201701001 All All

Operating
System

Vmware Esxi 6.5 650-201703001 All All

Operating
System

Vmware Esxi 6.5 650-201703002 All All

Operating
System

Vmware Esxi 6.5 650-201704001 All All

Operating
System

Vmware Esxi 6.5 650-201707101 All All

Operating
System

Vmware Esxi 6.5 650-201707102 All All

Operating
System

Vmware Esxi 6.5 650-201707103 All All

Operating
System

Vmware Esxi 6.5 650-201707201 All All

Operating
System

Vmware Esxi 6.5 650-201707202 All All

Operating
System

Vmware Esxi 6.5 650-201707203 All All

Operating
System

Vmware Esxi 6.5 650-201707204 All All

Operating
System

Vmware Esxi 6.5 650-201707205 All All

Operating
System

Vmware Esxi 6.5 650-201707206 All All

Operating
System

Vmware Esxi 6.5 650-201707207 All All

Operating
System

Vmware Esxi 6.5 650-201707208 All All

Operating
System

Vmware Esxi 6.5 650-201707209 All All

Operating
System

Vmware Esxi 6.5 650-201707210 All All
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Operating
System

Vmware Esxi 6.5 650-201707211 All All

Operating
System

Vmware Esxi 6.5 650-201707212 All All

Operating
System

Vmware Esxi 6.5 650-201707213 All All

Operating
System

Vmware Esxi 6.5 650-201707214 All All

Operating
System

Vmware Esxi 6.5 650-201707215 All All

Operating
System

Vmware Esxi 6.5 650-201707216 All All

Operating
System

Vmware Esxi 6.5 650-201707217 All All

Operating
System

Vmware Esxi 6.5 650-201707218 All All

Operating
System

Vmware Esxi 6.5 650-201707219 All All

Operating
System

Vmware Esxi 6.5 650-201707220 All All

Operating
System

Vmware Esxi 6.5 650-201707221 All All

Operating
System

Vmware Esxi 6.5 650-201710001 All All

Operating
System

Vmware Esxi 6.5 650-201712001 All All

Operating
System

Vmware Esxi 6.5 650-201803001 All All

Operating
System

Vmware Esxi 6.5 650-201806001 All All

Operating
System

Vmware Esxi 6.5 650-201808001 All All

Operating
System

Vmware Esxi 6.5 650-201810001 All All

Operating
System

Vmware Esxi 6.5 650-201810002 All All

Operating
System

Vmware Esxi 6.5 650-201811001 All All

Operating
System

Vmware Esxi 6.5 650-201811002 All All

Operating
System

Vmware Esxi 6.5 650-201811301 All All

Operating
System

Vmware Esxi 6.5 650-201901001 All All

Operating
System

Vmware Esxi 6.5 650-201903001 All All
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Operating
System

Vmware Esxi 6.5 650-201905001 All All

Operating
System

Vmware Esxi 6.5 650-201908001 All All

Operating
System

Vmware Esxi 6.5 650-201910001 All All

Operating
System

Vmware Esxi 6.5 650-20191004001 All All

Operating
System

Vmware Esxi 6.5 650-201911001 All All

Operating
System

Vmware Esxi 6.5 650-201911401 All All

Operating
System

Vmware Esxi 6.5 650-201911402 All All

Operating
System

Vmware Esxi 6.5 650-201912001 All All

Operating
System

Vmware Esxi 6.5 650-201912002 All All

Operating
System

Vmware Esxi 6.5 650-201912101 All All

Operating
System

Vmware Esxi 6.5 650-201912102 All All

Operating
System

Vmware Esxi 6.5 650-201912103 All All

Operating
System

Vmware Esxi 6.5 650-201912104 All All

Operating
System

Vmware Esxi 6.5 650-201912301 All All

Operating
System

Vmware Esxi 6.5 650-201912401 All All

Operating
System

Vmware Esxi 6.5 650-201912402 All All

Operating
System

Vmware Esxi 6.5 650-201912403 All All

Operating
System

Vmware Esxi 6.5 650-201912404 All All

Operating
System

Vmware Esxi 6.5 650-202005001 All All

Operating
System

Vmware Esxi 6.5 650-202006001 All All

Operating
System

Vmware Esxi 6.5 650-202007001 All All

Operating
System

Vmware Esxi 6.5 650-202010001 All All

Operating
System

Vmware Esxi 6.7 - All All
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Operating
System

Vmware Esxi 6.7 670-201806001 All All

Operating
System

Vmware Esxi 6.7 670-201807001 All All

Operating
System

Vmware Esxi 6.7 670-201808001 All All

Operating
System

Vmware Esxi 6.7 670-201810001 All All

Operating
System

Vmware Esxi 6.7 670-201810101 All All

Operating
System

Vmware Esxi 6.7 670-201810102 All All

Operating
System

Vmware Esxi 6.7 670-201810103 All All

Operating
System

Vmware Esxi 6.7 670-201810201 All All

Operating
System

Vmware Esxi 6.7 670-201810202 All All

Operating
System

Vmware Esxi 6.7 670-201810203 All All

Operating
System

Vmware Esxi 6.7 670-201810204 All All

Operating
System

Vmware Esxi 6.7 670-201810205 All All

Operating
System

Vmware Esxi 6.7 670-201810206 All All

Operating
System

Vmware Esxi 6.7 670-201810207 All All

Operating
System

Vmware Esxi 6.7 670-201810208 All All

Operating
System

Vmware Esxi 6.7 670-201810209 All All

Operating
System

Vmware Esxi 6.7 670-201810210 All All

Operating
System

Vmware Esxi 6.7 670-201810211 All All

Operating
System

Vmware Esxi 6.7 670-201810212 All All

Operating
System

Vmware Esxi 6.7 670-201810213 All All

Operating
System

Vmware Esxi 6.7 670-201810214 All All

Operating
System

Vmware Esxi 6.7 670-201810215 All All

Operating
System

Vmware Esxi 6.7 670-201810216 All All
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Operating
System

Vmware Esxi 6.7 670-201810217 All All

Operating
System

Vmware Esxi 6.7 670-201810218 All All

Operating
System

Vmware Esxi 6.7 670-201810219 All All

Operating
System

Vmware Esxi 6.7 670-201810220 All All

Operating
System

Vmware Esxi 6.7 670-201810221 All All

Operating
System

Vmware Esxi 6.7 670-201810222 All All

Operating
System

Vmware Esxi 6.7 670-201810223 All All

Operating
System

Vmware Esxi 6.7 670-201810224 All All

Operating
System

Vmware Esxi 6.7 670-201810225 All All

Operating
System

Vmware Esxi 6.7 670-201810226 All All

Operating
System

Vmware Esxi 6.7 670-201810227 All All

Operating
System

Vmware Esxi 6.7 670-201810228 All All

Operating
System

Vmware Esxi 6.7 670-201810229 All All

Operating
System

Vmware Esxi 6.7 670-201810230 All All

Operating
System

Vmware Esxi 6.7 670-201810231 All All

Operating
System

Vmware Esxi 6.7 670-201810232 All All

Operating
System

Vmware Esxi 6.7 670-201810233 All All

Operating
System

Vmware Esxi 6.7 670-201810234 All All

Operating
System

Vmware Esxi 6.7 670-201811001 All All

Operating
System

Vmware Esxi 6.7 670-201901001 All All

Operating
System

Vmware Esxi 6.7 670-201901401 All All

Operating
System

Vmware Esxi 6.7 670-201901402 All All

Operating
System

Vmware Esxi 6.7 670-201901403 All All

http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi


Operating
System

Vmware Esxi 6.7 670-201903001 All All

Operating
System

Vmware Esxi 6.7 670-201904001 All All

Operating
System

Vmware Esxi 6.7 670-201904201 All All

Operating
System

Vmware Esxi 6.7 670-201904201-ug All All

Operating
System

Vmware Esxi 6.7 670-201904202 All All

Operating
System

Vmware Esxi 6.7 670-201904202-ug All All

Operating
System

Vmware Esxi 6.7 670-201904203 All All

Operating
System

Vmware Esxi 6.7 670-201904203-ug All All

Operating
System

Vmware Esxi 6.7 670-201904204 All All

Operating
System

Vmware Esxi 6.7 670-201904204-ug All All

Operating
System

Vmware Esxi 6.7 670-201904205 All All

Operating
System

Vmware Esxi 6.7 670-201904205-ug All All

Operating
System

Vmware Esxi 6.7 670-201904206 All All

Operating
System

Vmware Esxi 6.7 670-201904206-ug All All

Operating
System

Vmware Esxi 6.7 670-201904207 All All

Operating
System

Vmware Esxi 6.7 670-201904207-ug All All

Operating
System

Vmware Esxi 6.7 670-201904208 All All

Operating
System

Vmware Esxi 6.7 670-201904208-ug All All

Operating
System

Vmware Esxi 6.7 670-201904209 All All

Operating
System

Vmware Esxi 6.7 670-201904209-ug All All

Operating
System

Vmware Esxi 6.7 670-201904210 All All

Operating
System

Vmware Esxi 6.7 670-201904210-ug All All

Operating
System

Vmware Esxi 6.7 670-201904211 All All
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Operating
System

Vmware Esxi 6.7 670-201904211-ug All All

Operating
System

Vmware Esxi 6.7 670-201904212 All All

Operating
System

Vmware Esxi 6.7 670-201904212-ug All All

Operating
System

Vmware Esxi 6.7 670-201904213 All All

Operating
System

Vmware Esxi 6.7 670-201904213-ug All All

Operating
System

Vmware Esxi 6.7 670-201904214 All All

Operating
System

Vmware Esxi 6.7 670-201904214-ug All All

Operating
System

Vmware Esxi 6.7 670-201904215 All All

Operating
System

Vmware Esxi 6.7 670-201904215-ug All All

Operating
System

Vmware Esxi 6.7 670-201904216 All All

Operating
System

Vmware Esxi 6.7 670-201904216-ug All All

Operating
System

Vmware Esxi 6.7 670-201904217 All All

Operating
System

Vmware Esxi 6.7 670-201904217-ug All All

Operating
System

Vmware Esxi 6.7 670-201904218 All All

Operating
System

Vmware Esxi 6.7 670-201904218-ug All All

Operating
System

Vmware Esxi 6.7 670-201904219 All All

Operating
System

Vmware Esxi 6.7 670-201904219-ug All All

Operating
System

Vmware Esxi 6.7 670-201904220 All All

Operating
System

Vmware Esxi 6.7 670-201904220-ug All All

Operating
System

Vmware Esxi 6.7 670-201904221 All All

Operating
System

Vmware Esxi 6.7 670-201904221-ug All All

Operating
System

Vmware Esxi 6.7 670-201904222 All All

Operating
System

Vmware Esxi 6.7 670-201904222-ug All All
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System

Operating
System

Vmware Esxi 6.7 670-201904223 All All

Operating
System

Vmware Esxi 6.7 670-201904223-ug All All

Operating
System

Vmware Esxi 6.7 670-201904224 All All

Operating
System

Vmware Esxi 6.7 670-201904224-ug All All

Operating
System

Vmware Esxi 6.7 670-201904225 All All

Operating
System

Vmware Esxi 6.7 670-201904225-ug All All

Operating
System

Vmware Esxi 6.7 670-201904226 All All

Operating
System

Vmware Esxi 6.7 670-201904226-ug All All

Operating
System

Vmware Esxi 6.7 670-201904227 All All

Operating
System

Vmware Esxi 6.7 670-201904227-ug All All

Operating
System

Vmware Esxi 6.7 670-201904228 All All

Operating
System

Vmware Esxi 6.7 670-201904228-ug All All

Operating
System

Vmware Esxi 6.7 670-201904229 All All

Operating
System

Vmware Esxi 6.7 670-201904229-ug All All

Operating
System

Vmware Esxi 6.7 670-201905001 All All

Operating
System

Vmware Esxi 6.7 670-201906002 All All

Operating
System

Vmware Esxi 6.7 670-201908101 All All

Operating
System

Vmware Esxi 6.7 670-201908102 All All

Operating
System

Vmware Esxi 6.7 670-201908103 All All

Operating
System

Vmware Esxi 6.7 670-201908104 All All

Operating
System

Vmware Esxi 6.7 670-201908201 All All

Operating
System

Vmware Esxi 6.7 670-201908202 All All

Operating
System

Vmware Esxi 6.7 670-201908203 All All
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System

Operating
System

Vmware Esxi 6.7 670-201908204 All All

Operating
System

Vmware Esxi 6.7 670-201908205 All All

Operating
System

Vmware Esxi 6.7 670-201908206 All All

Operating
System

Vmware Esxi 6.7 670-201908207 All All

Operating
System

Vmware Esxi 6.7 670-201908208 All All

Operating
System

Vmware Esxi 6.7 670-201908209 All All

Operating
System

Vmware Esxi 6.7 670-201908210 All All

Operating
System

Vmware Esxi 6.7 670-201908211 All All

Operating
System

Vmware Esxi 6.7 670-201908212 All All

Operating
System

Vmware Esxi 6.7 670-201908213 All All

Operating
System

Vmware Esxi 6.7 670-201908214 All All

Operating
System

Vmware Esxi 6.7 670-201908215 All All

Operating
System

Vmware Esxi 6.7 670-201908216 All All

Operating
System

Vmware Esxi 6.7 670-201908217 All All

Operating
System

Vmware Esxi 6.7 670-201908218 All All

Operating
System

Vmware Esxi 6.7 670-201908219 All All

Operating
System

Vmware Esxi 6.7 670-201908220 All All

Operating
System

Vmware Esxi 6.7 670-201908221 All All

Operating
System

Vmware Esxi 6.7 670-201912001 All All

Operating
System

Vmware Esxi 6.7 670-201912101 All All

Operating
System

Vmware Esxi 6.7 670-201912102 All All

Operating
System

Vmware Esxi 6.7 670-201912401 All All

Operating
System

Vmware Esxi 6.7 670-201912402 All All
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System

Operating
System

Vmware Esxi 6.7 670-201912403 All All

Operating
System

Vmware Esxi 6.7 670-201912404 All All

Operating
System

Vmware Esxi 6.7 670-201912405 All All

Operating
System

Vmware Esxi 6.7 670-202004001 All All

Operating
System

Vmware Esxi 6.7 670-202004002 All All

Operating
System

Vmware Esxi 6.7 670-202004301 All All

Operating
System

Vmware Esxi 6.7 670-202004401 All All

Operating
System

Vmware Esxi 6.7 670-202004402 All All

Operating
System

Vmware Esxi 6.7 670-202004403 All All

Operating
System

Vmware Esxi 6.7 670-202004404 All All

Operating
System

Vmware Esxi 6.7 670-202004405 All All

Operating
System

Vmware Esxi 6.7 670-202004406 All All

Operating
System

Vmware Esxi 6.7 670-202004407 All All

Operating
System

Vmware Esxi 6.7 670-202004408 All All

Operating
System

Vmware Esxi 6.7 670-202006001 All All

Operating
System

Vmware Esxi 6.7 670-202008001 All All

Operating
System

Vmware Esxi 6.7 670-202010001 All All

Operating
System

Vmware Esxi 7.0.0 - All All

Operating
System

Vmware Esxi 7.0.0 1.20.16321839 All All

cpe:2.3:a:vmware:cloud_foundation:*:*:*:*:*:*:*:*:

cpe:2.3:a:vmware:cloud_foundation:*:*:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:-:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:2:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201701001:*:*:*:*:*:*:
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http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi


cpe:2.3:o:vmware:esxi:6.5:650-201701001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201703001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201703002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201704001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707202:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707205:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707216:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707219:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707221:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201710001:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.5:650-201712001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201803001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201806001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201808001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201810001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201810002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201811001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201811002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201811301:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201901001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201903001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201905001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201908001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201910001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-20191004001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201911001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201911401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201911402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912104:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912301:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912403:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.5:650-201912404:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202005001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202006001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202007001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202010001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:-:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201806001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201807001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201808001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810202:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810205:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810216:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201810217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810219:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810221:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810222:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810223:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810224:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810225:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810226:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810227:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810228:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810229:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810230:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810231:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810232:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810233:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810234:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201811001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901403:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201903001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904201-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904202:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201904202-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904203-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904204-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904205:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904205-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904206-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904207-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904208-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904209-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904210-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904211-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904212-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904213-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904214-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904215-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904216:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904216-ug:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201904216-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904217-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904218-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904219:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904219-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904220-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904221:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904221-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904222:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904222-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904223:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904223-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904224:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904224-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904225:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904225-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904226:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904226-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904227:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904227-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904228:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904228-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904229:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904229-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201905001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201906002:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201908101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908104:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908202:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908205:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908216:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908219:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908221:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912401:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201912401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912403:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912404:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912405:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004301:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004403:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004404:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004405:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004406:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004407:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004408:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202006001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202008001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202010001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:7.0.0:-:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:7.0.0:1.20.16321839:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:-:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:2:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201701001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201703001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201703002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201704001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707102:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.5:650-201707103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707202:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707205:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707216:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707219:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201707221:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201710001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201712001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201803001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201806001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201808001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201810001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201810002:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.5:650-201810002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201811001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201811002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201811301:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201901001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201903001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201905001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201908001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201910001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-20191004001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201911001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201911401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201911402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912104:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912301:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912403:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-201912404:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202005001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202006001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202007001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.5:650-202010001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:-:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201806001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201807001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201808001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810202:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810205:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810216:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810219:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810221:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201810222:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810223:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810224:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810225:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810226:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810227:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810228:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810229:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810230:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810231:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810232:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810233:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201810234:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201811001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201901403:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201903001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904201-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904202:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904202-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904203-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904204-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904205:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201904205-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904206-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904207-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904208-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904209-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904210-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904211-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904212-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904213-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904214-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904215-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904216:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904216-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904217-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904218-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904219:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201904219-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904220-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904221:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904221-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904222:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904222-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904223:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904223-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904224:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904224-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904225:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904225-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904226:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904226-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904227:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904227-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904228:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904228-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904229:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201904229-ug:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201905001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201906002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908103:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908104:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908201:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908202:*:*:*:*:*:*:



cpe:2.3:o:vmware:esxi:6.7:670-201908202:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908203:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908204:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908205:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908206:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908207:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908208:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908209:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908210:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908211:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908212:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908213:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908214:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908215:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908216:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908217:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908218:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908219:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908220:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201908221:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912101:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912102:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912403:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912404:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-201912405:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004001:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @KasperskyTR Fidye yazılımı kullananlar, CVE-2019-5544 ve CVE-2020-3992 güvenlik açıkları üzerinden VMware
ESXi'ye saldırdı:… twitter.com/i/web/status/1…

2021-04-02
07:55:03

@WebMarkeThink
@dariobuon CVE-2019-5544 CVE-2020-3992 ? 2021-04-28

12:36:15

 @Har_sia CVE-2020-3992 har-sia.info/CVE-2020-3992.… #HarsiaInfo 2021-05-09
18:32:04

 @CswWorks DarkSide #Ransomware used 2 vulnerabilities CVE-2019-5544 & CVE-2020-3992. These
vulnerabilities are rated critical… twitter.com/i/web/status/1…

2021-05-22
09:30:08

 @jedisct1 CVE-2020-3992 & CVE-2021-21974: Pre-Auth Remote Code Execution in VMware ESXi
thezdi.com/blog/2021/3/1/…

2021-05-26
08:33:04

 @ipssignatures It's new to me that CheckPoint has a protection/signature/rule for the vulnerability CVE-2020-3992.
… twitter.com/i/web/status/1…

2021-12-06
20:02:01

 @ipssignatures I know one more IPS that has a protection/signature/rule for the vulnerability CVE-2020-3992.
ipssignatures.appspot.com/?cve=CVE-2020-… #Sqrdxtfknrf22m

2021-12-06
20:02:01

@RemotelyAlerts
Severity: ??? | OpenSLP as used in VMware ESXi (7.0 befo... | CVE-2020-3992 | Link for more:
alerts.remotelyrmm.com/CVE-2020-3992

2022-06-15
04:33:48

cpe:2.3:o:vmware:esxi:6.7:670-202004002:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004301:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004401:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004402:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004403:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004404:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004405:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004406:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004407:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202004408:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202006001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202008001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:6.7:670-202010001:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:7.0.0:-:*:*:*:*:*:*:

cpe:2.3:o:vmware:esxi:7.0.0:1.20.16321839:*:*:*:*:*:*:

https://twitter.com/i/web/status/1377892318741680130
https://har-sia.info/CVE-2020-3992.html
https://twitter.com/i/web/status/1396035641549500424
https://www.thezdi.com/blog/2021/3/1/cve-2020-3992-amp-cve-2021-21974-pre-auth-remote-code-execution-in-vmware-esxi
https://twitter.com/i/web/status/1467947457787179010
https://ipssignatures.appspot.com/?cve=CVE-2020-3992
http://alerts.remotelyrmm.com/CVE-2020-3992


← Previous ID Next ID→

 @jpluimers @plankers zerodayinitiative.com/blog/2021/3/1/… 2023-02-04
09:53:41

 @kondah_ha ? D'autres CVE peuvent également être exploités : CVE-2020-3992, CVE-2022-31696, CVE-2022-
31697, CVE-2022-31698, et… twitter.com/i/web/status/1…

2023-02-06
10:45:31

@UK_Daniel_Card
CVE-2021-21974 Detail says you must be network adjacent.... CVE-2020-3992 does not (routable)
https://t.co/gRjy6v8GaM

2023-02-07
07:56:23

@Shadowserver
You can use this information in correlation with our earlier VMware ESXi CVE-2021-21974, CVE-
2020-3992, CVE-2019-… twitter.com/i/web/status/1…

2023-02-09
19:13:04

 @leonov_av Active exploitation of #VMware #ESXi #OpenSLP ##RCE vulnerabilities (CVE-2021-21974, CVE-
2020-3992). The #ESXiArgs… twitter.com/i/web/status/1…

2023-02-10
23:34:08

@brunoboutteau
OVH et Scaleway cyberattaqués! #vmware #cloudsouverain Vulnérabilité OpenSLP : la CVE-
2021-21974, la CVE-2020-3992… twitter.com/i/web/status/1…

2023-02-14
18:19:01

 /r/homelab VMware ESXi Ransomware attack 2021-05-12
20:59:29
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