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In FreeRDP before version 2.1.2, there is an integer casting vulnerability in update_recv_secondary_order. All clients with 4

Print: PDF %5
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Reference

USN-4481-1: FreeRDP vulnerabilities | Ubuntu security notices | Ubuntu
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UBUNTU
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usn.ubuntu.com
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[SECURITY] Fedora 32 Update: freerdp-2.2.0-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 32 Update: freerdp-2.2.0-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 31 Update: freerdp-2.2.0-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Integer casting vulnerability in “update_recv_secondary_order™ - Advisory - FreeRDP/FreeRDP - GitHub  CONFIRM  github.com

[SECURITY] [DLA 3606-1] freerdp2 security update MLIST lists.debian.org
[security-announce] openSUSE-SU-2020:1090-1: important: Security update SUSE lists.opensuse.org
[SECURITY] Fedora 31 Update: freerdp-2.2.0-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Fixed OOB read in update_recv_secondary_order - FreeRDP/FreeRDP@e7bffa6 - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500965 Alpine Linux Security Update for freerdp

6000137 Debian Security Update for freerdp2 (DLA 3606-1)
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