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Summary

CVE CVE-2020-4038

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 21:15:00 UTC

Updated 2020-06-12 14:38:00 UTC

Description GraphQL Playground (graphql-playground-html NPM package) before version 1.6.22 have a severe XSS Reflection attack vulnerability. All unsanitized user input passed into renderPlaygroundPage() method could trigger this vulnerability. This has been patched in graphql-playground-html version 1.6.22. Note that some of the associated dependent middleware packages are also affected including but not limited to graphql-playground-middleware-express before version 1.7.16, graphql-playground-middleware-koa before version 1.6.15, graphql-playground-middleware-lambda before version 1.7.17, and graphql-playground-middleware-hapi before 1.6.13.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Prisma Graphql-playground-html All All All All

Application Prisma Graphql-playground-html All All All All

Application Prisma Graphql-playground-middleware-express All All All All

Application Prisma Graphql-playground-middleware-express All All All All

Application Prisma Graphql-playground-middleware-hapi All All All All

Application Prisma Graphql-playground-middleware-hapi All All All All

Application Prisma Graphql-playground-middleware-koa All All All All

Application Prisma Graphql-playground-middleware-koa All All All All

Application Prisma Graphql-playground-middleware-lambda All All All All

Application Prisma Graphql-playground-middleware-lambda All All All All

References

Reference

GitHub - prisma-labs/graphql-playground: ???? GraphQL IDE for better development workflows (GraphQL Subscriptions, interactive docs & collaboration)

Merge pull request from GHSA-4852-vrh7-28rf · graphql/graphql-playground@bf1883d · GitHub

Reflected XSS in GraphQL Playground React, HTML and Middlewares · Advisory · graphql/graphql-playground · GitHub
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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