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CVE CVE-2020-4040
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 22:15:00 UTC
Updated 2022-10-07 01:25:00 UTC
Description Bolt CMS before version 3.7.1 lacked CSRF protection in the preview generating endpoint. Previews are intended to be ger

/ |

1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Boltcms Bolt All All All All

Application Boltcms Bolt All All All All

Reference Source Link Tags
Check CSRF on Preview page by bobdenotter - Pull Request #7853 - bolt/bolt - GitHub MISC github.com Patch, 1
Full Disclosure: Bolt CMS <= 3.7.0 Multiple Vulnerabilities - CSRF to RCE FULLDISC seclists.org

CSRF issue on preview pages - Advisory - bolt/bolt - GitHub CONFIRM  github.com Patch, 1
Merge pull request #7853 from bolt/fix/csrf-check-on-preview - bolt/bolt@b42cbfc - GitHub  MISC github.com Patch, 1
Bolt CMS 3.7.0 XSS / CSRF / Shell Upload = Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

905686 Common Base Linux Mariner (CBL-Mariner) Security Update for bolt (13763)
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