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CVE CVE-2020-4042
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-10 20:15:00 UTC
Updated 2020-07-15 17:30:00 UTC
Description Bareos before version 19.2.8 and earlier allows a malicious client to communicate with the director without knowledge of th
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Risk And Classification

Problem Types: CWE-294

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bareos Bareos 19.2.8 pre All All

Application Bareos Bareos 19.2.8 pre All All

Application Bareos Bareos All All All All

Reference Source Lii

Authentication bypass in director when allowing client and director initiated connections - Advisory - bareos/bareos - GitHub ~ CONFIRM  git

0001250: Authentication bypass in Director when allowing client and director initiated connections - Bareos Bug Tracker MISC bu
CVE Program record CVE.ORG wv
NVD vulnerability detail NVD nv

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501528 Alpine Linux Security Update for bareos

504585 Alpine Linux Security Update for bareos
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