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Summary

CVE CVE-2020-4051

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-15 22:15:00 UTC

Updated 2023-02-28 18:28:00 UTC

Description In Dijit before versions 1.11.11, and greater than or equal to 1.12.0 and less than 1.12.9, and greater than or equal to 1.13.0 and less than 1.13.8, and greater than or equal to 1.14.0 and less than 1.14.7, and greater than or equal to 1.15.0 and less than 1.15.4, and greater than or equal to 1.16.0 and less than 1.16.3, there is a cross-site scripting vulnerability in the Editor's LinkDialog plugin. This has been fixed in 1.11.11, 1.12.9, 1.13.8, 1.14.7, 1.15.4, 1.16.3.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Oncommand Insight - All All All

Application Netapp Oncommand Workflow Automation - All All All

Application Netapp Snapcenter - All All All

Application Openjsf Dijit All All All All

Application Openjsf Dijit All All All All

References

Reference Source Link Tags

Merge pull request from GHSA-cxjc-r2fp-7mq6 · dojo/dijit@462bdcd · GitHub MISC github.com Patch, Third Party Advisory

XSS in dijit/editor · Advisory · dojo/dijit · GitHub CONFIRM github.com Third Party Advisory

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com

[SECURITY] [DLA 3289-1] dojo security update MLIST lists.debian.org

October 2020 MySQL Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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