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Summary

CVE CVE-2020-4433

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-10 13:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Certain IBM Aspera applications are vulnerable to a stack-based buffer overflow, caused by improper bounds checking. This could allow a remote attacker with intimate knowledge of the server to execute arbitrary code on the system with the privileges of root or cause server to crash. IBM X-Force ID: 180814.

Risk And Classification

Problem Types: CWE-20 | CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Aspera Application Platform On Demand All All All All

Application Ibm Aspera Faspex On Demand All All All All

Application Ibm Aspera High-speed Transfer Endpoint All All All All

Application Ibm Aspera High-speed Transfer Server All All All All

Application Ibm Aspera High-speed Transfer Server For Cloud Pak For Integration All All All All

Application Ibm Aspera Proxy Server All All All All

Application Ibm Aspera Server On Demand All All All All

Application Ibm Aspera Shares On Demand All All All All

Application Ibm Aspera Streaming All All All All

Application Ibm Aspera Transfer Cluster Manager All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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