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CVE CVE-2020-4434
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-10 13:15:00 UTC
Updated 2020-06-15 19:06:00 UTC
Description Certain IBM Aspera applications are vulnerable to buffer overflow based on the product configuration and valid authenticatit
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Ibm Aspera Application Platform On Demand All All All All
Application  Ibm Aspera Faspex On Demand All All All All
Application  Ibm Aspera High-speed Transfer Endpoint All All All All
Application  Ibm Aspera High-speed Transfer Server All All All All
Application  Ibm Aspera High-speed Transfer Server For Cloud Pak For Integration All All All All
Application  Ibm Aspera Proxy Server All All All All
Application  Ibm Aspera Server On Demand All All All All
Application  Ibm Aspera Shares On Demand All All All All
Application  Ibm Aspera Streaming All All All All
Application  Ibm Aspera Transfer Cluster Manager All All All All
Reference

IBM X-Force Exchange
Security Bulletin: Various vulnerabilities affecting certain Aspera applications (CVE-2020-4432, CVE-2020-4433, CVE-2020-4434, CVE-2020-
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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