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Summary

CVE CVE-2020-4821

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-16 17:15:00 UTC

Updated 2021-07-29 18:04:00 UTC

Description IBM InfoSphere Data Replication 11.4 and IBM InfoSphere Change Data Capture for z/OS 10.2.1, under certain configurations, could allow a user to bypass authentication mechanisms using an empty password string. IBM X-Force ID: 189834

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Infosphere Change Data Capture 10.2.1 All All All

Application Ibm Infosphere Change Data Capture 11.3.3 All All All

Application Ibm Infosphere Change Data Capture 11.4 All All All

Application Ibm Infosphere Data Replication 11.4 All All All

Application Ibm Infosphere Data Replication 11.4.0 All All All

References

Reference Source

Security Bulletin: IBM Data Replication Management Console Authentication By-pass against LDAP directories using anonymous binding CONFIRM

Security Bulletin: IBM Data Replication Management Console Authentication Affected by Annonymous Binding (CVE-2020-4821) CONFIRM

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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