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CVE
State

Assigner

Published
Updated

Description

/

Source Priority

PUBLIC

psirt@us.ibom.com

CVE Program / NVD first with legacy fallback

2021-07-28 13:15:00 UTC

2021-08-04 15:01:00 UTC

IBM Jazz Foundation products are vulnerable to server side request forgery (SSRF). This may allow an authenticated attac

Risk And Classification

1|

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application
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Vendor

Iom

Ibm

Iom

Iom

Iom

Ibm

Iom

Product

Engineering Lifecycle Optimization - Engineering Insights
Engineering Lifecycle Optimization - Engineering Insights
Engineering Lifecycle Optimization - Engineering Insights
Engineering Requirements Quality Assistant On-premises
Engineering Test Management

Engineering Test Management

Engineering Test Management

Engineering Workflow Management

Engineering Workflow Management

Engineering Workflow Management

Rational Collaborative Lifecycle Management

Rational Collaborative Lifecycle Management

Rational Collaborative Lifecycle Management

Rational Doors Next Generation

Rational Doors Next Generation

Rational Doors Next Generation

Rational Doors Next Generation

Version

7.0

7.0.1

7.0.2
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7.0.2
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6.0.6.1

7.0
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All
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Edition

All
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All
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All
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All
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Language
All
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All
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Application  Ibm Rational Doors Next Generation 7.0.2 All All All
Application Ibm Rational Engineering Lifecycle Manager 6.0.2 All All All
Application Ibm Rational Engineering Lifecycle Manager 6.0.6 All All All
Application Ibm Rational Engineering Lifecycle Manager 6.0.6.1 All All All
Application  Ibm Rational Quality Manager 6.0.6 All All All
Application  Ibm Rational Quality Manager 6.0.6.1 All All All
Application  Ibm Rational Team Concert 6.0.6 All All All
Application  Ibm Rational Team Concert 6.0.6.1 All All All
Reference Source Link

Security Bulletin: Multiple vulnerabilites affect Engineering Lifecycle Management and IBM Engineering products. CONFIRM  www.ibm.cot

IBM X-Force Exchange XF exchange.xft
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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