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CVE CVE-2020-5206
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-30 22:15:00 UTC
Updated 2020-02-05 18:30:00 UTC
Description In Opencast before 7.6 and 8.1, using a remember-me cookie with an arbitrary username can cause Opencast to assume [

/ |

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apereo Opencast All All All All

Application Apereo Opencast 8.0 All All All

Application Apereo Opencast All All All All

Application Apereo Opencast 8.0 All All All

References

Reference Source Link Tags
Authentication Bypass For Endpoints With Anonymous Access - opencast/opencast@bi157e1f - GitHub ~ MISC github.com Patch

Authentication Bypass For Endpoints With Anonymous Access - Advisory - opencast/opencast - GitHub ~ CONFIRM  github.com Mitigati
CVE Program record CVE.ORG www.cve.org canonis

NVD vulnerability detail NVD nvd.nist.gov  canoni

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980398 Java (maven) Security Update for org.opencastproject:opencast-kernel (GHSA-vmm6-w4cf-7{3x)
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