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CVE CVE-2020-5222
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-30 21:15:00 UTC
Updated 2020-02-05 18:51:00 UTC
Description Opencast before 7.6 and 8.1 enables a remember-me cookie based on a hash created from the username, password, and
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Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apereo Opencast All All All All

Application Apereo Opencast 8.0 All All All

Application Apereo Opencast All All All All

Application Apereo Opencast 8.0 All All All
References

Reference Source Link Tags

Hard-Coded Key Used For Remember-me Token - Advisory - opencast/opencast - GitHub  CONFIRM  github.com Mitigation, Third Par

Fix Remember-Me Cookie - opencast/opencast@1a7172c - GitHub MISC github.com Patch
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980396 Java (maven) Security Update for org.opencastproject:opencast-kernel (GHSA-mh8g-hprg-8363)
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