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Summary

CVE CVE-2020-5227

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-28 23:15:00 UTC

Updated 2023-11-07 03:23:00 UTC

Description Feedgen (python feedgen) before 0.9.0 is susceptible to XML Denial of Service attacks. The *feedgen* library allows supplying XML as content for some of the available fields. This XML will be parsed and integrated into the existing XML tree. During this process, feedgen is vulnerable to XML Denial of Service Attacks (e.g. XML Bomb). This becomes a concern in particular if feedgen is used to include content from untrused sources and if XML (including XHTML) is directly included instead of providing plain tex content only. This problem has been fixed in feedgen 0.9.0 which disallows XML entity expansion and external resources.

Risk And Classification

Problem Types: CWE-776

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Feedgen Project Feedgen All All All All

Application Feedgen Project Feedgen All All All All

References

Reference Source Link

Feedgen Vulnerable Against XML Denial of Service Attacks · Advisory · lkiesow/python-feedgen · GitHub CONFIRM github.com

[SECURITY] Fedora 31 Update: python-feedgen-0.9.0-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

XML Denial of Service Attacks and Defenses | Microsoft Docs MISC docs.microsoft.com

Merge pull request from GHSA-g8q7-xv52-hf9f · lkiesow/python-feedgen@f57a01b · GitHub MISC github.com

[SECURITY] Fedora 31 Update: python-feedgen-0.9.0-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983088 Python (pip) Security Update for feedgen (GHSA-g8q7-xv52-hf9f)
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