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CVE CVE-2020-5228
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-30 20:15:00 UTC
Updated 2020-02-05 20:55:00 UTC
Description Opencast before 8.1 and 7.6 allows unauthorized public access to all media and metadata by default via OAI-PMH. OAI-P\
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apereo Opencast All All All All

Application Apereo Opencast 8.0 All All All

Application Apereo Opencast All All All All

Application Apereo Opencast 8.0 All All All

Reference Source Link T
Unauthenticated Access Via OAI-PMH - Advisory - opencast/opencast - GitHub CONFIRM github.com v
opencast/mh_default_org.xml at 1fb812c7810c78f09f29a7{4551f920417924307 - opencast/opencast - GitHub  MISC github.com P
CVE Program record CVE.ORG www.cve.org c
NVD vulnerability detail NVD nvd.nist.gov ¢
4 |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983113 Java (maven) Security Update for org.opencastproject:opencast-oaipmh-api (GHSA-654-3qr9-pjgj)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2020-5228
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


