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In affected versions of dojo (NPM package), the deepCopy method is vulnerable to Prototype Pollution. Prototype Pollution
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Problem Types: CWE-94
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Application Oracle Webcenter Sites 12.2.1.4.0 Al All All

Application Oracle Weblogic Server 12.2.1.4.0 All All All
Application Oracle Weblogic Server 14.1.1.0.0 All All All
Reference Source Link Tags
Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com  Third Party Advisory
Pony Mail! MLIST lists.apache.org
Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com
Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com
[SECURITY] [DLA 2139-1] dojo security update MLIST lists.debian.org Mailing List, Third Party Advisc
Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com
Pony Mail! MLIST lists.apache.org  Mailing List, Third Party Advisc
Pony Mail! MLIST lists.apache.org  Mailing List, Third Party Advisc
Pony Mail! lists.apache.org
Prototype pollution - Advisory - dojo/dojo - GitHub CONFIRM github.com Exploit, Third Party Advisory
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com
Merge pull request from GHSA-jxfh-8wgv-vfr2 - dojo/dojo@20a00af - GitHub  MISC github.com Patch, Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375703 IBM WebSphere Application Server Prototype Pollution Vulnerability (6443101)

980306 Nodejs (npm) Security Update for dojo (GHSA-jxfh-8wgv-vfr2)
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