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CVE CVE-2020-5283
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-03 00:15:00 UTC
Updated 2023-11-07 03:23:00 UTC
Description ViewVC before versions 1.1.28 and 1.2.1 has a XSS vulnerability in CVS show_subdir_lastmod support. The impact of this
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Viewvc Viewvc All All All All

Application Viewvc Viewvc All All All All

Reference Source Link Tag:
issue #211: escape CVS subdir last-modified file name - viewvc/viewvc@ad0f966 - GitHub MISC github.com Patc

[SECURITY] Fedora 30 Update: viewvc-1.1.28-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

XSS vulnerability: CVS lastlog filename not escaped - Issue #211 - viewvc/viewvc - GitHub MISC github.com Expl
[SECURITY] Fedora 30 Update: viewvc-1.1.28-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

XSS vulnerability in CVS show_subdir_lastmod support - Advisory - viewvc/viewvc - GitHub CONFIRM github.com Miti¢
CVE Program record CVE.ORG www.cve.org canc
NVD vulnerability detail NVD nvd.nist.gov canc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

750410 OpenSUSE Security Update for viewvc (openSUSE-SU-2021:0123-1)


https://cve.report/
https://cve.report/CVE-2020-5283/mitre
https://cve.report/CVE-2020-5283/nist
https://cve.report/CVE-2020-5283/cve_org
https://cve.report/CVE-2020-5283.pdf
http://cve.report/vendor/viewvc
http://cve.report/software/viewvc/viewvc
http://cve.report/vendor/viewvc
http://cve.report/software/viewvc/viewvc
https://github.com/viewvc/viewvc/commit/ad0f966e9a997b17d853a6972ea283d4dcd70fa8
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/2Q2STF2MKT24HXZ3YZIU7CN6F6QM67I5/
https://github.com/viewvc/viewvc/issues/211
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/2Q2STF2MKT24HXZ3YZIU7CN6F6QM67I5/
https://github.com/viewvc/viewvc/security/advisories/GHSA-xpxf-fvqv-7mfg
https://www.cve.org/CVERecord?id=CVE-2020-5283
https://nvd.nist.gov/vuln/detail/CVE-2020-5283
http://cve.report/qid/750410

750421 OpenSUSE Security Update for viewve (openSUSE-SU-2021:0084-1)
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