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CVE CVE-2020-5298
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-03 22:15:00 UTC
Updated 2022-06-30 14:46:00 UTC
Description In OctoberCMS (october/october composer package) versions from 1.0.319 and before 1.0.466, a user with the ability to us

/ ]

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Octobercms October All All All All
Application Octobercms October All All All All

References

Reference Source Link
October CMS Build 465 XSS / File Read / File Deletion / CSV Injection =~ Packet Storm MISC packetstorm

Reflected XSS when importing CSV files via the ImportExportController - Advisory - octobercms/october - GitHub ~ CONFIRM  github.com

escape import CSV column names - octobercms/october@cd0b6a7 - GitHub MISC github.com
Full Disclosure: October CMS <= Build 465 Multiple Vulnerabilities - Arbitrary File Read FULLDISC seclists.org
CVE Program record CVE.ORG  www.cve.or¢
NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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