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CVE CVE-2020-5300
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-06 17:15:00 UTC
Updated 2020-04-07 13:52:00 UTC
Description In Hydra (an OAuth2 Server and OpenlID Certified™ OpenlD Connect Provider written in Go), before version 1.4.0+0ryOS.
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Risk And Classification

Problem Types: CWE-294

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ory Hydra All All All All

Application Ory Hydra All All All All

Reference Source Link Tags

Release v1.4.0+0ory0S.18 - ory/hydra - GitHub MISC github.com Third Party Advisory
Merge pull request from GHSA-3p3g-vpw6-4w66 - ory/hydra@700d17d - GitHub MISC github.com Patch, Third Party Advis

Disallow replay of “private_key_jwt" by blacklisting JTIs - Advisory - ory/hydra - GitHub ~ CONFIRM  github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
| i |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982387 Go (go) Security Update for github.com/ory/hydra/oauth2 (GHSA-3p3g-vpw6-4w66)
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