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CVE Program / NVD first with legacy fallback

2020-01-03 01:15:00 UTC
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libimaging/SgiRleDecode.c in Pillow before 6.2.2 has an SGI buffer overflow.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Application

Vendor
Canonical
Canonical
Canonical
Canonical
Debian
Debian
Debian
Debian
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Python

Python

Product

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Debian Linux

Debian Linux

Debian Linux

Debian Linux

Fedora

Fedora

Fedora

Fedora

Pillow

Pillow

Version

18.04 All
19.10 All
18.04 All
19.10 All
10.0 All
9.0 All
10.0 All
9.0 All
30 All
31 All
30 All
31 All
All All
All All

Update

Edition

All

All

All

All

All

All
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All
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All

All
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All
All
All
All
All
All
All
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All
All
All
All

All
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https://cve.report/CVE-2020-5311/mitre
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https://cve.report/CVE-2020-5311/cve_org
https://cve.report/CVE-2020-5311.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
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http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
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http://cve.report/software/debian/debian_linux
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[OEUUNIT T] FEUUId O 1 UPUALE. PYLIUTFPIIUW-0.£.£7 116 | - PAGRAYE-alINUUIIGE = FEUUTd IVIdINIY-LIStS
6.2.2 — Pillow (PIL Fork) 7.0.0 documentation

[SECURITY] Fedora 31 Update: python-pillow-6.2.2-1.fc31 - package-announce - Fedora Mailing-Lists
Red Hat Customer Portal

Red Hat Customer Portal

[SECURITY] Fedora 30 Update: python-pillow-5.4.1-4.fc30 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4631-1 pillow

Catch SGI buffer overruns - python-pillow/Pillow@a79b65¢ - GitHub

USN-4272-1: Pillow vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 30 Update: python-pillow-5.4.1-4.fc30 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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UBUNTU

CVE.ORG

No vendor comments have been submitted for this CVE.
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www.cve.org

nvd.nist.gov

Legacy QID Mappings

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)

296076 Oracle Solaris 11.4 Support Repository Update (SRU) 19.3.0 Missing (CPUJAN2020)

377325 Alibaba Cloud Linux Security Update for python-pillow (ALINUX3-SA-2022:0012)

500780 Alpine Linux Security Update for py3-pillow

505314 Alpine Linux Security Update for py3-pillow
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