
CVE-2020-5326
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-5326

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-21 15:15:00 UTC

Updated 2020-03-03 19:18:00 UTC

Description Affected Dell Client platforms contain a BIOS Setup configuration authentication bypass vulnerability in the pre-boot Intel Rapid Storage Response Technology (iRST) Manager menu. An attacker with physical access to the system could perform unauthorized changes to the BIOS Setup configuration settings without requiring the BIOS Admin password by selecting the Optimized Defaults option in the pre-boot iRST Manager.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Chengming 3980 - All All All

Hardware Dell Chengming 3980 - All All All

Operating System Dell Chengming 3980 Firmware All All All All

Operating System Dell Chengming 3980 Firmware All All All All

Hardware Dell Embedded Box Pc 5000 - All All All

Hardware Dell Embedded Box Pc 5000 - All All All

Operating System Dell Embedded Box Pc 5000 Firmware All All All All

Operating System Dell Embedded Box Pc 5000 Firmware All All All All

Hardware Dell G3 3579 - All All All

Hardware Dell G3 3579 - All All All

Operating System Dell G3 3579 Firmware All All All All

Operating System Dell G3 3579 Firmware All All All All

Hardware Dell G3 3590 - All All All

Hardware Dell G3 3590 - All All All

Operating System Dell G3 3590 Firmware All All All All

Operating System Dell G3 3590 Firmware All All All All

Hardware Dell G3 3779 - All All All
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Hardware Dell G3 3779 - All All All

Hardware Dell G3 3779 - All All All

Operating System Dell G3 3779 Firmware All All All All

Operating System Dell G3 3779 Firmware All All All All

Hardware Dell G5 5587 - All All All

Hardware Dell G5 5587 - All All All

Operating System Dell G5 5587 Firmware All All All All

Operating System Dell G5 5587 Firmware All All All All

Hardware Dell G5 5590 - All All All

Hardware Dell G5 5590 - All All All

Operating System Dell G5 5590 Firmware All All All All

Operating System Dell G5 5590 Firmware All All All All

Hardware Dell G7 7588 - All All All

Hardware Dell G7 7588 - All All All

Operating System Dell G7 7588 Firmware All All All All

Operating System Dell G7 7588 Firmware All All All All

Hardware Dell G7 7590 - All All All

Hardware Dell G7 7590 - All All All

Operating System Dell G7 7590 Firmware All All All All

Operating System Dell G7 7590 Firmware All All All All

Hardware Dell G7 7790 - All All All

Hardware Dell G7 7790 - All All All

Operating System Dell G7 7790 Firmware All All All All

Operating System Dell G7 7790 Firmware All All All All

Hardware Dell Inspiron 14 Gaming 7466 - All All All

Hardware Dell Inspiron 14 Gaming 7466 - All All All

Operating System Dell Inspiron 14 Gaming 7466 Firmware All All All All

Operating System Dell Inspiron 14 Gaming 7466 Firmware All All All All

Hardware Dell Inspiron 14 Gaming 7467 - All All All

Hardware Dell Inspiron 14 Gaming 7467 - All All All

Operating System Dell Inspiron 14 Gaming 7467 Firmware All All All All

Operating System Dell Inspiron 14 Gaming 7467 Firmware All All All All

Hardware Dell Inspiron 15 7572 - All All All

Hardware Dell Inspiron 15 7572 - All All All

Operating System Dell Inspiron 15 7572 Firmware All All All All

Operating System Dell Inspiron 15 7572 Firmware All All All All
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Operating System Dell Inspiron 3470 Firmware All All All All
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Hardware Dell Inspiron 3480 - All All All

Operating System Dell Inspiron 3480 Firmware All All All All

Operating System Dell Inspiron 3480 Firmware All All All All
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Operating System Dell Inspiron 3481 Firmware All All All All

Operating System Dell Inspiron 3481 Firmware All All All All

Hardware Dell Inspiron 3580 - All All All

Hardware Dell Inspiron 3580 - All All All

Operating System Dell Inspiron 3580 Firmware All All All All

Operating System Dell Inspiron 3580 Firmware All All All All
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Operating System Dell Inspiron 3583 Firmware All All All All

Hardware Dell Inspiron 3584 - All All All
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Operating System Dell Inspiron 3584 Firmware All All All All
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