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Summary

CVE CVE-2020-5367

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-23 20:15:00 UTC

Updated 2023-11-07 03:23:00 UTC

Description Dell EMC Unisphere for PowerMax versions prior to 9.1.0.17, Dell EMC Unisphere for PowerMax Virtual Appliance versions prior to 9.1.0.17, and PowerMax OS Release 5978 contain an improper certificate validation vulnerability. An unauthenticated remote attacker may potentially exploit this vulnerability to carry out a man-in-the-middle attack by supplying a crafted certificate and intercepting the victim's traffic to view or modify a victim's data in transit.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Unisphere For Powermax All All All All

Application Dell Emc Unisphere For Powermax All All All All

Application Dell Emc Unisphere For Powermax Virtual Appliance All All All All

Application Dell Emc Unisphere For Powermax Virtual Appliance All All All All

Operating System Dell Powermax Os 5978 All All All

Operating System Dell Powermax Os 5978 All All All

References

Reference

DSA-2020-065: Dell EMC Unisphere for PowerMax, Dell EMC Unisphere for PowerMax Virtual Appliance, and Dell EMC PowerMax Embedded Management Update for Multiple Vulnerabilities | Dell US

Access Denied

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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