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Summary

CVE CVE-2020-5395

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-03 20:15:00 UTC

Updated 2023-11-07 03:23:00 UTC

Description FontForge 20190801 has a use-after-free in SFD_GetFontMetaData in sfd.c.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 31 All All All

Application Fontforge Fontforge 20190801 All All All

Application Fontforge Fontforge 20190801 All All All

Operating System Opensuse Leap 15.1 All All All

References

Reference Source Link

[SECURITY] Fedora 31 Update: fontforge-20190801-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: fontforge-20190801-6.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Use-after-free (heap) in the SFD_GetFontMetaData() function · Issue #4084 · fontforge/fontforge · GitHub MISC github.com

[SECURITY] Fedora 31 Update: fontforge-20190801-6.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:0089-1: moderate: Security update f SUSE lists.opensuse.org

FontForge: Multiple vulnerabilities (GLSA 202004-14) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 31 Update: fontforge-20190801-2.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.
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6000510 Debian Security Update for fontforge (DLA 3754-1)

750532 OpenSUSE Security Update for font (openSUSE-SU-2020:2111-1)
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