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Summary

CVE CVE-2020-5407

State PUBLIC

Assigner security@pivotal.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-13 17:15:00 UTC

Updated 2023-11-07 03:23:00 UTC

Description Spring Security versions 5.2.x prior to 5.2.4 and 5.3.x prior to 5.3.2 contain a signature wrapping vulnerability during SAML response validation. When using the spring-security-saml2-service-provider component, a malicious user can carefully modify an otherwise valid SAML response and append an arbitrary assertion that Spring Security will accept as valid.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pivotal Software Spring Security All All All All

Application Pivotal Software Spring Security All All All All

References

Reference Source Link

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com

Pony Mail! lists.apache.org

CVE-2020-5407: Signature Wrapping Vulnerability with spring-security-saml2-service-provider | Security | VMware Tanzu CONFIRM tanzu.vmware.com

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com

Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2020-5407/mitre
https://cve.report/CVE-2020-5407/nist
https://cve.report/CVE-2020-5407/cve_org
https://cve.report/CVE-2020-5407.pdf
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_security
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_security
https://lists.apache.org/thread.html/r73af928cf64bebf78b7fa4bc56a5253273ec7829f5f5827f64c72fc7%2540%253Cissues.servicemix.apache.org%253E
https://lists.apache.org/thread.html/ra19a4e7236877fe12bfb52db07b27ad72d9e7a9f5e27bba7e928e18a%2540%253Cdev.geode.apache.org%253E
https://lists.apache.org/thread.html/rd99601fbca514f214f88f9e53fd5be3cfbff05b350c994b4ec2e184c@%253Cdev.geode.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2020.html
https://lists.apache.org/thread.html/rd99601fbca514f214f88f9e53fd5be3cfbff05b350c994b4ec2e184c%2540%253Cdev.geode.apache.org%253E
https://tanzu.vmware.com/security/cve-2020-5407
https://lists.apache.org/thread.html/r73af928cf64bebf78b7fa4bc56a5253273ec7829f5f5827f64c72fc7@%253Cissues.servicemix.apache.org%253E
https://lists.apache.org/thread.html/ra19a4e7236877fe12bfb52db07b27ad72d9e7a9f5e27bba7e928e18a@%253Cdev.geode.apache.org%253E
https://www.oracle.com/security-alerts/cpuApr2021.html
https://www.oracle.com/security-alerts/cpujan2021.html
https://www.cve.org/CVERecord?id=CVE-2020-5407
https://nvd.nist.gov/vuln/detail/CVE-2020-5407


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

982251 Java (maven) Security Update for org.springframework.security:spring-security-core (GHSA-48rw-j489-928m)

http://cve.report/qid/982251
https://cve.report/
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