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Summary

CVE CVE-2020-5531

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-17 07:15:00 UTC

Updated 2020-03-04 18:34:00 UTC

Description Mitsubishi Electric MELSEC C Controller Module and MELIPC Series MI5000 MELSEC-Q Series C Controller Module(Q24DHCCPU-V, Q24DHCCPU-VG User Ethernet port (CH1, CH2): First 5 digits of serial number 21121 or before), MELSEC iQ-R Series C Controller Module / C Intelligent Function Module(R12CCPU-V Ethernet port (CH1, CH2): First 2 digits of serial number 11 or before, and RD55UP06-V Ethernet port: First 2 digits of serial number 08 or before), and MELIPC Series MI5000(MI5122-VW Ethernet port (CH1): First 2 digits of serial number 03 or before, or the firmware version 03 or before) allow remote attackers to cause a denial of service and/or malware being executed via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubishielectric Mi5122-vw - All All All

Hardware Mitsubishielectric Mi5122-vw - All All All

Operating System Mitsubishielectric Mi5122-vw Firmware All All All All

Hardware Mitsubishielectric Q24dhccpu-v - All All All

Hardware Mitsubishielectric Q24dhccpu-v - All All All

Hardware Mitsubishielectric Q24dhccpu-vg - All All All

Hardware Mitsubishielectric Q24dhccpu-vg - All All All

Operating System Mitsubishielectric Q24dhccpu-vg Firmware All All All All

Operating System Mitsubishielectric Q24dhccpu-v Firmware All All All All

Hardware Mitsubishielectric R12ccpu-v - All All All

Hardware Mitsubishielectric R12ccpu-v - All All All

Operating System Mitsubishielectric R12ccpu-v Firmware All All All All

Hardware Mitsubishielectric Rd55up06-v - All All All

Hardware Mitsubishielectric Rd55up06-v - All All All

Operating System Mitsubishielectric Rd55up06-v Firmware All All All All
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Reference

JVNVU#95424547: Multiple vulnerabilities in TCP/IP function on Mitsubishi Electric MELSEC C Controller Module and MELIPC Series MI5000

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2019-003_en.pdf

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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