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Summary

CVE CVE-2020-5548

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-01 12:15:00 UTC

Updated 2020-04-02 17:25:00 UTC

Description Yamaha LTE VoIP Router(NVR700W firmware Rev.15.00.15 and earlier), Yamaha Gigabit VoIP Router(NVR510 firmware Rev.15.01.14 and earlier), Yamaha Gigabit VPN Router(RTX810 firmware Rev.11.01.33 and earlier, RTX830 firmware Rev.15.02.09 and earlier, RTX1200 firmware Rev.10.01.76 and earlier, RTX1210 firmware Rev.14.01.33 and earlier, RTX3500 firmware Rev.14.00.26 and earlier, and RTX5000 firmware Rev.14.00.26 and earlier), Yamaha Broadband VoIP Router(NVR500 firmware Rev.11.00.38 and earlier), and Yamaha Firewall(FWX120 firmware Rev.11.03.27 and earlier) allow remote attackers to cause a denial of service via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Yamaha Fwx120 - All All All

Hardware Yamaha Fwx120 - All All All

Operating System Yamaha Fwx120 Firmware All All All All

Hardware Yamaha Nvr500 - All All All

Hardware Yamaha Nvr500 - All All All

Operating System Yamaha Nvr500 Firmware All All All All

Hardware Yamaha Nvr510 - All All All

Hardware Yamaha Nvr510 - All All All

Operating System Yamaha Nvr510 Firmware All All All All

Hardware Yamaha Nvr700w - All All All

Hardware Yamaha Nvr700w - All All All

Operating System Yamaha Nvr700w Firmware All All All All

Hardware Yamaha Rtx1200 - All All All

Hardware Yamaha Rtx1200 - All All All

Operating System Yamaha Rtx1200 Firmware All All All All

Hardware Yamaha Rtx1210 - All All All

Hardware Yamaha Rtx1210 - All All All
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Hardware Yamaha Rtx1210 - All All All

Operating System Yamaha Rtx1210 Firmware All All All All

Hardware Yamaha Rtx3500 - All All All

Hardware Yamaha Rtx3500 - All All All

Operating System Yamaha Rtx3500 Firmware All All All All

Hardware Yamaha Rtx5000 - All All All

Hardware Yamaha Rtx5000 - All All All

Operating System Yamaha Rtx5000 Firmware All All All All

Hardware Yamaha Rtx810 - All All All

Hardware Yamaha Rtx810 - All All All

Operating System Yamaha Rtx810 Firmware All All All All

Hardware Yamaha Rtx830 - All All All

Hardware Yamaha Rtx830 - All All All

Operating System Yamaha Rtx830 Firmware All All All All

References

Reference Source Link Tags

JVN#38732359: Multiple Yamaha network devices vulnerable to denial-of-service (DoS) MISC jvn.jp Third Party Advisory

www.rtpro.yamaha.co.jp/RT/FAQ/Security/JVN38732359.html MISC www.rtpro.yamaha.co.jp Mitigation, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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