VE-2020-

MITRE NVD

CVE.ORG

/1

Print: PDF %5

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2020-5571

PUBLIC

vultures@jpcert.or.jp

CVE Program / NVD first with legacy fallback

2020-04-23 08:15:00 UTC

2020-04-30 19:48:00 UTC

SHARP AQUOS series (AQUOS SH-M02 build number 01.00.05 and earlier, AQUOS SH-RMO02 build number 01.00.04 anc

Risk And Classification

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Hardware
Operating System
Hardware
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Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp
Sharp

Sharp

Product

Aquos Compact Sh-m06
Aquos Compact Sh-m06
Aquos Compact Sh-m06 Firmware
Aquos L2

Aquos L2

Aquos L2 Firmware

Aquos Mini Sh-m03

Aquos Mini Sh-m03

Aquos Mini Sh-m03 Firmware
Aquos Mini Sh-m03 Firmware
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Aquos Sense?2 Firmware
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All
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All
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Edition
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All
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All

All

All

All

Language
All
All
All
All
All
All
All
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All
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All
All
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https://cve.report/
https://cve.report/CVE-2020-5571/mitre
https://cve.report/CVE-2020-5571/nist
https://cve.report/CVE-2020-5571/cve_org
https://cve.report/CVE-2020-5571.pdf
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_compact_sh-m06
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_compact_sh-m06
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_compact_sh-m06_firmware
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_l2
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_l2
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_l2_firmware
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_mini_sh-m03
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_mini_sh-m03
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_mini_sh-m03_firmware
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_mini_sh-m03_firmware
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_sense
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_sense
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_sense2
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_sense2
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_sense2_firmware
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_sense2_sh-m08
http://cve.report/vendor/sharp
http://cve.report/software/sharp/aquos_sense2_sh-m08

Operating System Sharp Aquos Sense2 Sh-m08 Firmware All All All All

Operating System Sharp Aquos Sense Firmware All All All All

Hardware Sharp Aquos Sense Lite Sh-m05 - All All All

Hardware Sharp Aquos Sense Lite Sh-m05 - All All All

Operating System Sharp Aquos Sense Lite Sh-m05 Firmware All All All All

Hardware Sharp Aquos Sense Plus Sh-m07 - All All All

Hardware Sharp Aquos Sense Plus Sh-m07 - All All All

Operating System Sharp Aquos Sense Plus Sh-m07 Firmware All All All All

Hardware Sharp Aquos Sh-m02 - All All All

Hardware Sharp Aquos Sh-m02 - All All All

Operating System Sharp Aquos Sh-m02 Firmware All All All All

Hardware Sharp Aquos Sh-rm02 - All All All

Hardware Sharp Aquos Sh-rm02 - All All All

Operating System Sharp Aquos Sh-rm02 Firmware All All All All

Reference Source Link Tags
JVN#93064451: Multiple SHARP Android devices vulnerable to information disclosure  MISC jvn.jp Third Party Advisory
BHEYE | L<HBDTEM | AQUOS: ¥y v—TF MISC k-tai.sharp.co.jp  Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
(| 0]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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