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Summary

CVE CVE-2020-5589

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-09 08:15:00 UTC

Updated 2020-06-23 18:15:00 UTC

Description SONY Wireless Headphones WF-1000X, WF-SP700N, WH-1000XM2, WH-1000XM3, WH-CH700N, WH-H900N, WH-XB700, WH-XB900N, WI-1000X, WI-C600N and WI-SP600N with firmware versions prior to 4.5.2 have vulnerability that someone within the Bluetooth range can make the Bluetooth pairing and operate such as changing volume of the product.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sony Wf-1000x - All All All

Hardware Sony Wf-1000x - All All All

Operating System Sony Wf-1000x Firmware - All All All

Operating System Sony Wf-1000x Firmware - All All All

Hardware Sony Wf-sp700n - All All All

Hardware Sony Wf-sp700n - All All All

Operating System Sony Wf-sp700n Firmware - All All All

Operating System Sony Wf-sp700n Firmware - All All All

Hardware Sony Wh-1000xm2 - All All All

Hardware Sony Wh-1000xm2 - All All All

Operating System Sony Wh-1000xm2 Firmware - All All All

Operating System Sony Wh-1000xm2 Firmware - All All All

Hardware Sony Wh-1000xm3 - All All All

Hardware Sony Wh-1000xm3 - All All All

Operating System Sony Wh-1000xm3 Firmware - All All All

Operating System Sony Wh-1000xm3 Firmware - All All All

Hardware Sony Wh-ch700n - All All All

https://cve.report/
https://cve.report/CVE-2020-5589/mitre
https://cve.report/CVE-2020-5589/nist
https://cve.report/CVE-2020-5589/cve_org
https://cve.report/CVE-2020-5589.pdf
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-1000x
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-1000x
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-1000x_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-1000x_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-sp700n
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-sp700n
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-sp700n_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wf-sp700n_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm2
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm2
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm2_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm2_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm3
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm3
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm3_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-1000xm3_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/wh-ch700n


Hardware Sony Wh-ch700n - All All All

Hardware Sony Wh-ch700n - All All All

Operating System Sony Wh-ch700n Firmware - All All All

Operating System Sony Wh-ch700n Firmware - All All All

Hardware Sony Wh-h900n - All All All

Hardware Sony Wh-h900n - All All All

Operating System Sony Wh-h900n Firmware - All All All

Operating System Sony Wh-h900n Firmware - All All All

Hardware Sony Wh-xb700 - All All All

Hardware Sony Wh-xb700 - All All All

Operating System Sony Wh-xb700 Firmware - All All All

Operating System Sony Wh-xb700 Firmware - All All All

Hardware Sony Wh-xb900n - All All All

Hardware Sony Wh-xb900n - All All All

Operating System Sony Wh-xb900n Firmware - All All All

Operating System Sony Wh-xb900n Firmware - All All All

Hardware Sony Wi-1000x - All All All

Hardware Sony Wi-1000x - All All All

Operating System Sony Wi-1000x Firmware - All All All

Operating System Sony Wi-1000x Firmware - All All All

Hardware Sony Wi-c600n - All All All

Hardware Sony Wi-c600n - All All All

Operating System Sony Wi-c600n Firmware - All All All

Operating System Sony Wi-c600n Firmware - All All All

Hardware Sony Wi-sp600n - All All All

Hardware Sony Wi-sp600n - All All All

Operating System Sony Wi-sp600n Firmware - All All All

Operating System Sony Wi-sp600n Firmware - All All All

References

Reference Source Link Tags

Support for Headphones | Sony USA MISC www.sony.com Vendor Advisory

JVN#67447798: Multiple SONY Wireless Headphones allow improper Bluetooth pairing MISC jvn.jp Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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