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State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback
Published 2020-06-30 11:15:00 UTC
Updated 2020-07-14 19:17:00 UTC

Description Mitsubishi Electoric FA Engineering Software (CPU Module Logging Configuration Tool Ver. 1.94Y and earlier, CW Configu
1 I i

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Langu:
Application Mitsubishielectric Cpu Module Logging Configuration Tool All All All All
Application Mitsubishielectric Cw Configurator All All All All
Application Mitsubishielectric Em Configurator All All All All
Application Mitsubishielectric Gt Designer3 All All All All
Application Mitsubishielectric Gx Logviewer All All All All
Application Mitsubishielectric  Gx Works2 All All All All
Application Mitsubishielectric  Gx Works3 All All All All
Application Mitsubishielectric Melfa-works All All All All
Application Mitsubishielectric Melsec-| Flexible High-speed I/o Control Module Configuration Tool  All All All All
Application Mitsubishielectric Melsoft Fielddeviceconfigurator All All All All
Application Mitsubishielectric Melsoft Iq Appportal All All All All
Application Mitsubishielectric  Melsoft Navigator All All All All
Application  Mitsubishielectric ~ Mi Configurator All All All All
Application Mitsubishielectric Motion Control Setting All All All All
Application Mitsubishielectric ~ Mr Configurator2 All All All All
Application Mitsubishielectric Mt Works2 All All All All

Application Mitsubishielectric M Commdtm-hart All All All All
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Application Mitsubishielectric M Commdtm-io-link All All All All
Application Mitsubishielectric Rt Toolbox2 All All All All

Application Mitsubishielectric Rt Toolbox3 All All All All
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Reference Source Link Tags
JVNVU#90307594: Multiple vulnerabilities in Mitsubishi Electoric FA Engineering Software  MISC jvn.jp Third
www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2020-004_en.pdf MISC www.mitsubishielectric.com  Mitig:
CVE Program record CVE.ORG www.cve.org canol
NVD vulnerability detail NVD nvd.nist.gov canol
1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590711 Mitsubishi Electric Factory Automation Engineering Software Products Multiple Vulnerabilities (ICSA-20-182-02)
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