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Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assanncrrnunsucawan  Gertain versions of CalendarO1 from Calendar01 Project contain the
’ following vulnerability:

[Calendar01], [Calendar02], [PKOBO-News01], [PKOBO-vote01],
[Telop01], [Gallery01], [CalendarForm01], and [Link01] [Calendar01]
free edition ver1.0.0, [Calendar02] free edition ver1.0.0, [PKOBO-
News01] free edition ver1.0.3 and earlier, [PKOBO-vote01] free edition
ver1.0.1 and earlier, [Telop01] free edition ver1.0.0, [Gallery01] free
edition ver1.0.3 and earlier, [CalendarForm01] free edition ver1.0.3 and earlier, and [Link01]
free edition ver1.0.0 allows remote attackers to bypass authentication and log in to the
product with administrative privileges via unspecified vectors.

CVE-2020-5616 has been assigned by (7) vultures@jpcert.or.jp to track the vulnerability - currently rated as severity.

Affected Vendor/Software: (7 PHP Factory - [Calendar01], [Calendar02], [PKOBO-News01], [PKOBO-vote01], [Telop01],
[Gallery01], [CalendarForm01], and [Link01] version [Calendar01] free edition ver1.0.0, [Calendar02] free edition ver1.0.0,
[PKOBO-News01] free edition ver1.0.3 and earlier, [PKOBO-vote01] free edition ver1.0.1 and earlier, [Telop01] free edition
ver1.0.0, [Gallery01] free edition ver1.0.3 and earlier, [CalendarForm01] free edition ver1.0.3 and earlier, and [Link01] free
edition ver1.0.0

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low (NONE_
Confidentiality Integrity Availability
Impact Impact Impact
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CVE References

Description Tags Link

JVN#73169744: Multiple vulnerabilities in multiple PHP Factory products Third Party Advisory [EGRYINS
jvn.jp/en/jp/JVN73169744/index.html

text/xml

[Telop01] PHPFOY Y - Za—RXF 4 Y A— - AYESAYCMST U — @ MISC www.php-
(EM) R (ARAE) | PHPIRE ST factory.net/telop/01.php
www.php-factory.net
text/htm

[PKOBO-vote01] PHPIRZE - 7o — Y AT A (Ef. SERERLEST (@ MISC www.php-
E)CMS JU— (X ) IR | PHPLE LTS O factory.net/vote/01.php
www.php-factory.net
text/html

[Calendar01] PHPEZRHL VY — - ATV a—-)lAL VS —-CMS 7 U — {0 MISC www.php-
(ER) IR | PHPILRE A factory.net/calendar/01.php
www.php-factory.net
text/htm

S
:
°
3

PHPEZH - 27 Ya—-IVALYY = (FFALAAMF)CMS TU— (& @ MISC www.php-
)RR | PHPIE LTCLE O factory.net/calendar/02.php
www.php-factory.net
text/html
PHPU Y &EXR—-JCMS 77U — (EH) R | PHPIE (D MISC www.php-
EEMPCESA factory.net/link/O1.php
g -factory.net
text/html

PHPEEF+3U— (J7# F7JVINA)CMS TU— (&%) | PHPIE % MISC www.php-
AP CIESAA  factory.net/gallery/01.php
www.php-factory.net

text/html

ST ERRBREMNE PHPFH - BB T # —LEE EEHALYY - T U— {0 MISC www.php-

(&R R | PHPILE TSI  factory.net/calendar_form/01.php
www.php-factory.net
text/html

[PKOBO-News01] PHPHi& Gk - $H5E - —a—ACMSTOYS L 7 (@ MISC www.php-

U— (#EH¥) kR | PHPLE e factory.net/news/pkobo-news01.php
www.php-factory.net
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Calendar01 Project Calendar01 1.0.0 All All All


http://cve.report/glossary/common-cve-tag-descriptions/
https://jvn.jp/en/jp/JVN73169744/index.html
https://www.php-factory.net/telop/01.php
https://www.php-factory.net/vote/01.php
https://www.php-factory.net/calendar/01.php
https://www.php-factory.net/calendar/02.php
https://www.php-factory.net/link/01.php
https://www.php-factory.net/gallery/01.php
https://www.php-factory.net/calendar_form/01.php
https://www.php-factory.net/news/pkobo-news01.php
mailto:%20comment@cve.report
http://cve.report/vendor/calendar01_project
http://cve.report/software/calendar01_project/calendar01

Application Calendar01 Project Calendar01
Application Calendar02 Project Calendar02
Application Calendar02 Project Calendar02
Application Calendarform01 Project Calendarform01
Application Gallery01 Project Gallery0O1
Application Link01 Project Link01
Application LinkO1 Project LinkO1
Application Pkobo-news01 Project Pkobo-news01
Application Pkobo-vote01 Project Pkobo-vote01
Application Telop01 Project Telop01
Application Telop01 Project Telop01

cpe:2.3:a:calendar01_project:calendar01:1.0.0:*:*:*:free:*:*:*:
cpe:2.3:a:calendar01_project:calendar01:1.0.0:*:*:*:free:*:*:*:
cpe:2.3:a:calendar02_project:calendar02:1.0.0:*:*:*:free:*:*:*:
cpe:2.3:a:calendar02_project:calendar02:1.0.0:*:*:*:free:*:*:*:
cpe:2.3:a:calendarform01_project:calendarform01:*:*:*:*:free:*:*:*:
cpe:2.3:a:gallery01_project:gallery01:*:*:*:*: free:*:*:*:
cpe:2.3:a:link01_project:link01:1.0.0:*:*:*:free:™:*:*:
cpe:2.3:a:link01_project:link01:1.0.0:*:*:*:free:™:*:*:
cpe:2.3:a:pkobo-news01_project:pkobo-news01:*:*:*:*: free:™*:*:
cpe:2.3:a:pkobo-vote01_project:pkobo-vote01:*:*:*:*:free:*:*:*:

cpe:2.3:a:telop01_project:telop01:1.0.0:*:*:*:free:*:*:*:

cpe:2.3:a:telop01_project:telop01:1.0.0:*:*:*:free:*:*:*:

No vendor comments have been submitted for this CVE
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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