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Summary

CVE CVE-2020-5633

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-13 10:15:00 UTC

Updated 2021-01-21 19:00:00 UTC

Description Multiple NEC products (Express5800/T110j, Express5800/T110j-S, Express5800/T110j (2nd-Gen), Express5800/T110j-S (2nd-Gen), iStorage NS100Ti, and Express5800/GT110j) where Baseboard Management Controller (BMC) firmware Rev1.09 and earlier is applied allows remote attackers to bypass authentication and then obtain/modify BMC setting information, obtain monitoring information, or reboot/shut down the vulnerable product via unspecified vectors.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Nec Baseboard Management Controller All All All All

Hardware Nec Express5800/gt110j - All All All

Hardware Nec Express5800/gt110j - All All All

Hardware Nec Express5800/t110j - All All All

Hardware Nec Express5800/t110j - All All All

Hardware Nec Express5800/t110j-s - All All All

Hardware Nec Express5800/t110j-s - All All All

Hardware Nec Express5800/t110j-s 2nd-gen - All All All

Hardware Nec Express5800/t110j-s 2nd-gen - All All All

Hardware Nec Express5800/t110j 2nd-gen - All All All

Hardware Nec Express5800/t110j 2nd-gen - All All All

Hardware Nec Istorage Ns100ti - All All All

Hardware Nec Istorage Ns100ti - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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