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/

CVE-2020-5647

PUBLIC

vultures@jpcert.or.jp

CVE Program / NVD first with legacy fallback
2020-11-06 03:15:00 UTC

2020-11-20 17:17:00 UTC

Improper access control vulnerability in TCP/IP function included in the firmware of GT14 Model of GOT 1000 series (GT14
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Vendor Product Version Update Edition Language
Mitsubishielectric Coreos All All All All
Mitsubishielectric Gt1450-glbde - All All All
Mitsubishielectric Gt1450-glbde - All All All
Mitsubishielectric Gt1450-gmbde - All All All
Mitsubishielectric Gt1450-gmbde - All All All
Mitsubishielectric Gt1450hs-gmbde - All All All
Mitsubishielectric Gt1450hs-gmbde - All All All
Mitsubishielectric Gt1455-gtbde - All All All
Mitsubishielectric Gt1455-qgtbde - All All All
Mitsubishielectric Gt1455hs-gtbde - All All All
Mitsubishielectric Gt1455hs-qgtbde - All All All

References

Reference

www.mitsubishielectric.co.jp/psirt/vulnerability/pdf/2020-014.pdf
Mitsubishi Electric GT14 Model of GOT1000 Series | CISA

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2020-014_en.pdf

Source

MISC

MISC

MISC

Link

www.mitsubishielectric.co.jp

us-cert.cisa.gov

www.mitsubishielectric.com
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590648 Mitsubishi Electric GT14 Model of GOT1000 Series Multiple Vulnerabilities (ICSA-20-310-02)
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