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Untrusted search path vulnerability in the installers of multiple SEIKO EPSON products allows an attacker to gain privileges

Risk And Classification

1|

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson

Epson

Product Version
Album Print -
Album Print -
Colorbase -
Colorbase -
Colorio Easy Print -
Colorio Easy Print -
Color Calibration Utility -
Color Calibration Utility -
Connect -
Connect -
Creativity Suite -
Creativity Suite -
E-photo -
E-photo -
E-photo -
E-photo -

Easy Photo Print -

Update

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2020-5674/mitre
https://cve.report/CVE-2020-5674/nist
https://cve.report/CVE-2020-5674/cve_org
https://cve.report/CVE-2020-5674.pdf
http://cve.report/vendor/epson
http://cve.report/software/epson/album_print
http://cve.report/vendor/epson
http://cve.report/software/epson/album_print
http://cve.report/vendor/epson
http://cve.report/software/epson/colorbase
http://cve.report/vendor/epson
http://cve.report/software/epson/colorbase
http://cve.report/vendor/epson
http://cve.report/software/epson/colorio_easy_print
http://cve.report/vendor/epson
http://cve.report/software/epson/colorio_easy_print
http://cve.report/vendor/epson
http://cve.report/software/epson/color_calibration_utility
http://cve.report/vendor/epson
http://cve.report/software/epson/color_calibration_utility
http://cve.report/vendor/epson
http://cve.report/software/epson/connect
http://cve.report/vendor/epson
http://cve.report/software/epson/connect
http://cve.report/vendor/epson
http://cve.report/software/epson/creativity_suite
http://cve.report/vendor/epson
http://cve.report/software/epson/creativity_suite
http://cve.report/vendor/epson
http://cve.report/software/epson/e-photo
http://cve.report/vendor/epson
http://cve.report/software/epson/e-photo
http://cve.report/vendor/epson
http://cve.report/software/epson/e-photo
http://cve.report/vendor/epson
http://cve.report/software/epson/e-photo
http://cve.report/vendor/epson
http://cve.report/software/epson/easy_photo_print

Application
Application
Application
Application
Application
Hardware
Hardware
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson

Epson

Easy Photo Print

Easy Photo Print

Easy Photo Print

Easy Settings

Easy Settings

Ec-01

Ec-01

Ec-01 Firmware

Ec-01 Firmware

Imaging Workshop

Imaging Workshop

Link2

Link2

Multi-print Quicker
Multi-print Quicker

Net Config

Net Config

Net Config Se

Net Config Se

Net Print

Net Print

Net Software Development Kit
Net Software Development Kit
Photolier

Photolier

Photoquicker

Photoquicker

Photostarter

Photostarter

Pm-t990 Integrated Installer
Pm-t990 Integrated Installer
Print

Print

Print

Print

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/epson
http://cve.report/software/epson/easy_photo_print
http://cve.report/vendor/epson
http://cve.report/software/epson/easy_photo_print
http://cve.report/vendor/epson
http://cve.report/software/epson/easy_photo_print
http://cve.report/vendor/epson
http://cve.report/software/epson/easy_settings
http://cve.report/vendor/epson
http://cve.report/software/epson/easy_settings
http://cve.report/vendor/epson
http://cve.report/software/epson/ec-01
http://cve.report/vendor/epson
http://cve.report/software/epson/ec-01
http://cve.report/vendor/epson
http://cve.report/software/epson/ec-01_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/ec-01_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/imaging_workshop
http://cve.report/vendor/epson
http://cve.report/software/epson/imaging_workshop
http://cve.report/vendor/epson
http://cve.report/software/epson/link2
http://cve.report/vendor/epson
http://cve.report/software/epson/link2
http://cve.report/vendor/epson
http://cve.report/software/epson/multi-print_quicker
http://cve.report/vendor/epson
http://cve.report/software/epson/multi-print_quicker
http://cve.report/vendor/epson
http://cve.report/software/epson/net_config
http://cve.report/vendor/epson
http://cve.report/software/epson/net_config
http://cve.report/vendor/epson
http://cve.report/software/epson/net_config_se
http://cve.report/vendor/epson
http://cve.report/software/epson/net_config_se
http://cve.report/vendor/epson
http://cve.report/software/epson/net_print
http://cve.report/vendor/epson
http://cve.report/software/epson/net_print
http://cve.report/vendor/epson
http://cve.report/software/epson/net_software_development_kit
http://cve.report/vendor/epson
http://cve.report/software/epson/net_software_development_kit
http://cve.report/vendor/epson
http://cve.report/software/epson/photolier
http://cve.report/vendor/epson
http://cve.report/software/epson/photolier
http://cve.report/vendor/epson
http://cve.report/software/epson/photoquicker
http://cve.report/vendor/epson
http://cve.report/software/epson/photoquicker
http://cve.report/vendor/epson
http://cve.report/software/epson/photostarter
http://cve.report/vendor/epson
http://cve.report/software/epson/photostarter
http://cve.report/vendor/epson
http://cve.report/software/epson/pm-t990_integrated_installer
http://cve.report/vendor/epson
http://cve.report/software/epson/pm-t990_integrated_installer
http://cve.report/vendor/epson
http://cve.report/software/epson/print
http://cve.report/vendor/epson
http://cve.report/software/epson/print
http://cve.report/vendor/epson
http://cve.report/software/epson/print
http://cve.report/vendor/epson
http://cve.report/software/epson/print

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Epson
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

Print

Print

Print Image Framer Tool
Print Image Framer Tool
Print Layout

Print Layout

Prolab Print

Prolab Print

Prolab Print

Prolab Print

Remote Printer Driver
Remote Printer Driver
Scanner Driver
Scanner Driver
Scan Icm Updater
Scan Icm Updater
Status Monitor 2
Status Monitor 2
Status Monitor 3
Status Monitor 3
Universal Print Driver
Universal Print Driver
Webconfig
Webconfig

Web To Page

Web To Page
Windows

Windows

Windows

Windows

Windows

Windows
Windows 98
Windows 98

Windows Me

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/epson
http://cve.report/software/epson/print
http://cve.report/vendor/epson
http://cve.report/software/epson/print
http://cve.report/vendor/epson
http://cve.report/software/epson/print_image_framer_tool
http://cve.report/vendor/epson
http://cve.report/software/epson/print_image_framer_tool
http://cve.report/vendor/epson
http://cve.report/software/epson/print_layout
http://cve.report/vendor/epson
http://cve.report/software/epson/print_layout
http://cve.report/vendor/epson
http://cve.report/software/epson/prolab_print
http://cve.report/vendor/epson
http://cve.report/software/epson/prolab_print
http://cve.report/vendor/epson
http://cve.report/software/epson/prolab_print
http://cve.report/vendor/epson
http://cve.report/software/epson/prolab_print
http://cve.report/vendor/epson
http://cve.report/software/epson/remote_printer_driver
http://cve.report/vendor/epson
http://cve.report/software/epson/remote_printer_driver
http://cve.report/vendor/epson
http://cve.report/software/epson/scanner_driver
http://cve.report/vendor/epson
http://cve.report/software/epson/scanner_driver
http://cve.report/vendor/epson
http://cve.report/software/epson/scan_icm_updater
http://cve.report/vendor/epson
http://cve.report/software/epson/scan_icm_updater
http://cve.report/vendor/epson
http://cve.report/software/epson/status_monitor_2
http://cve.report/vendor/epson
http://cve.report/software/epson/status_monitor_2
http://cve.report/vendor/epson
http://cve.report/software/epson/status_monitor_3
http://cve.report/vendor/epson
http://cve.report/software/epson/status_monitor_3
http://cve.report/vendor/epson
http://cve.report/software/epson/universal_print_driver
http://cve.report/vendor/epson
http://cve.report/software/epson/universal_print_driver
http://cve.report/vendor/epson
http://cve.report/software/epson/webconfig
http://cve.report/vendor/epson
http://cve.report/software/epson/webconfig
http://cve.report/vendor/epson
http://cve.report/software/epson/web_to_page
http://cve.report/vendor/epson
http://cve.report/software/epson/web_to_page
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_98
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_98
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_me

l Operating System Microsott Wwindows Me - All All All

References

Reference Source Link
ITYVEY T Iz 7 ODLLGRHAFHICET BHEFHECDINNT MISC WWW.epson.jp
JVN#26835001: The installers of multiple SEIKO EPSON products may insecurely load Dynamic Link Libraries MISC jvn.jp
www.epson.jp/support/pdf/fy20-001_softwareList_20201106_b.pdf MISC WWW.epson.jp
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
Kl 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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